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Summary

CVE CVE-2008-1160

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-25 00:44:00 UTC

Updated 2023-11-07 02:01:00 UTC

Description ZyXEL ZyWALL 1050 has a hard-coded password for the Quagga and Zebra processes that is not changed when it is set by a user, which allows remote attackers to gain privileges.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zyxel Zywall 1050 All All All

Application Zyxel Zywall 1050 All All All

References

Reference Source Link

SecuMania Security Portal - ZyXEL ZyWALL Quagga/Zebra (default pass) Remote Root Vulnerability www.secumania.org

ZyXEL ZyWALL Quagga/Zebra (default pass) Remote Root Vulnerability EXPLOIT-DB www.exploit-db.com

ZyXEL ZyWALL 1050 Undocumented Account Security Issue - Advisories - Secunia SECUNIA secunia.com

Files ≈ Packet Storm MISC packetstormsecurity.org

Webmail - OVH VUPEN www.vupen.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

ZyXEL ZyWALL Quagga And Zebra Processes Default Account Password Vulnerability BID www.securityfocus.com

SecuMania Security Portal - ZyXEL ZyWALL Quagga/Zebra (default pass) Remote Root Vulnerability MISC www.secumania.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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