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CVE-2008-1190

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCCICAC Certain versions of Jdk from Sun contain the following vulnerability:

Unspecified vulnerability in Java Web Start in Sun JDK and JRE 6
Update 4 and earlier, 5.0 Update 14 and earlier, and SDK/JRE
1.4.2_16 and earlier allows remote attackers to gain privileges via an
untrusted application, a different issue than CVE-2008-1191, aka the
"fourth" issue.

CVE-2008-1190 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 9.3-HIGH

Access Access Authentication
Vector Complexity
[ NN
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Java Web Start Buffer Overflows and Other Bugs Let (%) SECTRACK 1019549
Remote Users Read/Write Files and Execute Applications on
the Target User's System - SecurityTracker
IBM JDK/JRE: Multiple vulnerabilities — Gentoo Linux < GENTOO GLSA-200806-11
Documentation
Sun Java JDK / JRE Multiple Vulnerabilities - Secunia YU SECUNIA 29239
Advisories - Vulnerability Intelligence - Secunia.com
About the security content of Java for Mac OS X 10.4, @& CONFIRM support.apple.com/kb/HT3178
Release 7



https://cve.report/
https://cve.report/CVE-2008-1190/mitre
https://cve.report/CVE-2008-1190/nist
https://cve.report/CVE-2008-1190/cve_org
https://cve.report/CVE-2008-1190.pdf
http://cve.report/software/sun/jdk
http://cve.report/vendor/sun
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securitytracker.com/id?1019549
http://www.gentoo.org/security/en/glsa/glsa-200806-11.xml
https://web.archive.org/web/2008/http://secunia.com/advisories/29239
http://support.apple.com/kb/HT3178

[security-announce] SUSE Security Announcement: Sun
Java (SUSE-SA:2008:0

SUSE update for IBM Java - Secunia Advisories -
Vulnerability Intelligence - Secunia.com

IBM X-Force Exchange

[security-announce] SUSE Security Announcement: IBM
Java (SUSE-SA:2008:0

Repository / Oval Repository

Support

US-CERT Technical Cyber Security Alert TA08-066A -- Sun
Updates for Multiple Vulnerabilities in Java

VMware ESX Server update for Tomcat and Java JRE -
Secunia Advisories - Vulnerability Intelligence - Secunia.com

Support

Gentoo update for ibm-jdk-bin and ibm-jre-bin - Secunia
Advisories - Vulnerability Intelligence - Secunia.com

Red Hat update for java-1.5.0-sun - Secunia Advisories -
Vulnerability Intelligence - Secunia.com

Webmail - OVH

About the security content of Java for Mac OS X 10.5 Update
2

APPLE-SA-2008-09-24 Java for Mac OS X 10.4, Release 7
Sun JDK/JRE: Multiple vulnerabilities — Gentoo Linux
Documentation

Gentoo update for sun-jdk, sun-jre-bin, and emul-linux-x86-
java - Secunia Advisories - Vulnerability Intelligence -

[ PR DR —

Mailing List

Third Party Advisory
lists.opensuse.org
text/html

Third Party Advisory
web.archive.org
text/html

Third Party Advisory

exchange.xforce.ibmcloud.com
text/html

Mailing List

Third Party Advisory
lists.opensuse.org
text/html

Third Party Advisory
oval.cisecurity.org
text/html

Third Party Advisory
www.redhat.com
text/html

Third Party Advisory

US Government Resource
www.us-cert.gov
text/html

Third Party Advisory
web.archive.org
text/html

Third Party Advisory
www.redhat.com
text/html

Third Party Advisory
web.archive.org
text/html

Third Party Advisory
web.archive.org
text/html

Third Party Advisory
WWww.vupen.com
text/html

Third Party Advisory
support.apple.com
text/html

Mailing List

Third Party Advisory
lists.apple.com
text/html

Third Party Advisory
www.gentoo.org
text/html

Third Party Advisory

<
o
o
m
3
=
<

web.archive.org

9 SUSE SUSE-SA:2008:018

Y SECUNIA 29897

€ XF javawebstart-application-priv-
escalation(41029)

9 SUSE SUSE-SA:2008:025

() OVAL oval:org.mitre.oval:def:9914

& REDHAT RHSA-2008:0210

CERT TAO08-066A

> SECUNIA 30676

& REDHAT RHSA-2008:0267

>{ SECUNIA 30780

) SECUNIA 29273

3 VUPEN ADV-2008-1856

& CONFIRM support.apple.com/kb/HT3179

[[] APPLE APPLE-SA-2008-09-24

¢ GENTOO GLSA-200804-20

){ SECUNIA 29858


http://lists.opensuse.org/opensuse-security-announce/2008-04/msg00000.html
https://web.archive.org/web/2008/http://secunia.com/advisories/29897
https://exchange.xforce.ibmcloud.com/vulnerabilities/41029
http://lists.opensuse.org/opensuse-security-announce/2008-04/msg00010.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9914
http://www.redhat.com/support/errata/RHSA-2008-0210.html
http://www.us-cert.gov/cas/techalerts/TA08-066A.html
https://web.archive.org/web/2008/http://secunia.com/advisories/30676
http://www.redhat.com/support/errata/RHSA-2008-0267.html
https://web.archive.org/web/2008/http://secunia.com/advisories/30780
https://web.archive.org/web/2008/http://secunia.com/advisories/29273
http://www.vupen.com/english/advisories/2008/1856/references
http://support.apple.com/kb/HT3179
http://lists.apple.com/archives/security-announce//2008/Sep/msg00008.html
http://www.gentoo.org/security/en/glsa/glsa-200804-20.xml
https://web.archive.org/web/2008/http://secunia.com/advisories/29858

oecurnd.coin

#233323: Multiple Security Vulnerabilities in Java Web Start Third Party Advisory ) SUNALERT 233323
May Allow an Untrusted Application to Elevate Privileges web.archive.org

text/html

Inactive Link"| Not Archived

| Third Party Advisory |
[ web.archive.org |
 text/htmi
QERSHRRR Not Archived |
Red Hat update for java-1.5.0-ibm - Secunia Advisories - { SECUNIA 29498
Vulnerability Intelligence - Secunia.com
Mac OS X Java Multiple Vulnerabilities - Secunia Advisories - ){ SECUNIA 32018
Vulnerability Intelligence - Secunia.com
Support & REDHAT RHSA-2008:0186
SUSE update for Sun Java - Secunia Advisories - { SECUNIA 29582
Vulnerability Intelligence - Secunia.com
VMSA-2008-0010.3 - VMware &8 CONFIRM
[ www.vmware.com | www.vmware.com/security/advisories/VMSA-
2008-0010.html
JRockit: Multiple vulnerabilities — Gentoo Linux B3 GENTOO GLSA-200804-28
Documentation
Webmail : Solution de messagerie professionnelle - @ VUPEN ADV-2008-0770
OVHcloud- OVH [ www.vupen.com |
Red Hat Network Satellite Server Update for Sun Java / IBM { SECUNIA 31497
Java Runtime - Secunia Advisories - Vulnerability
Intelligence - Secunia.com

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Sun Jak 1.5.0 - All All
Application Sun Jdk 1.5.0 update1 All All
Application Sun Jak 1.5.0 update10 All All
Application Sun Jak 1.5.0 update1 All All
Application Sun Jak 1.5.0 update12 All All
Application Sun Jak 1.5.0 update13 All All
Application Sun Jdk 1.5.0 update14 All All

Application Sun Jdk 1.5.0 update2 All All


https://web.archive.org/web/2008/http://sunsolve.sun.com/search/document.do?assetkey=1-26-233323-1
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https://web.archive.org/web/2008/http://secunia.com/advisories/32018
http://www.redhat.com/support/errata/RHSA-2008-0186.html
https://web.archive.org/web/2008/http://secunia.com/advisories/29582
http://www.vmware.com/security/advisories/VMSA-2008-0010.html
http://security.gentoo.org/glsa/glsa-200804-28.xml
http://www.vupen.com/english/advisories/2008/0770/references
https://web.archive.org/web/2008/http://secunia.com/advisories/31497
mailto:%20comment@cve.report
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cpe:2.3:a:sun:jdk:1.5.0:-7%

aKLkkakuk k.

cpe:2.3:a:sun:jdk:1.5.0:update11:*: " ™

1.4.2 12
1.4.2_13
1.4.2 14
1.4.2_15
1.4.2 16
1422
1.4.2.3
142 4
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LRk kR akuk,

cpe:2.3:a:sun:jdk:1.5.0:update3:*:*:*:*:*:*:

LRk kR akak,

cpe:2.3:a:sun:jdk:1.5.0:updated ™ *:*:*:*:*:

dkakakakukak,

cpe:2.3:a:sun:jdk:1.5.0:updates:*:*:*:*:*:*:

dkak kR akak,

cpe:2.3:a:sun:jdk:1.5.0:update6:*:*:*:*:*:*:

dkak ok akak k.

cpe:2.3:a:sun:jdk:1.5.0:update7:*:*:*:**:*:

LRk kR Rk,

cpe:2.3:a:sun:jdk:1.5.0:update8:*:*:*:*:*:*:

dkakakakakak,

cpe:2.3:a:sun:jdk:1.5.0:update9:*:*:*:*:*:*:

cpe:2.3:a:sun:jdk:1.6.0:- "

dkakakkukak.

cpe:2.3:a:sun:jdk:1.5.0:update2:*:*:*:*:*:*:

dkkakakkak.

cpe:2.3:a:sun:jdk:1.5.0:updated:*:*:*:*:*:*:

dkkakkkak.

cpe:2.3:a:sun:jdk:1.5.0:updated:*:*:*:*:*:*:

dkkukkukuk.

cpe:2.3:a:sun:jdk:1.5.0:updates:*:*:*:*:*:*:

dkkakkukuk.

cpe:2.3:a:sun:jdk:1.5.0:update6:*:*:*:*:*:*:

dkakak Lk kuk.

cpe:2.3:a:sun:jdk:1.5.0:update7:*:*:*:*:*:*:

dkak Lk kkak.

cpe:2.3:a:sun:jdk:1.5.0:update8:*:*:*:*:*:*:

AnnD iatcnintidl A B NainAdatAQ-*ckokakkox.,



UNG.C.0.A.DUILJUN. 1 .J.V.UPUALTT. « « « « . .
cpe:2.3:a:sun:jdk:1.6.0:- s
akak ok kakok.

cpe:2.3:a:sun:jdk:1.6.0:update_3:*:*:*:*:*:*:

KKk oKLk k.

cpe:2.3:a:sun:jdk:1.6.0:update_4:*:*:*:*:*:*:
cpe:2.3:a:sunzjre:1.4.2:

cpe:2.3:a:sunzjre:1.4.2_1: ke

KKk oKk kK,

cpe:2.3:a:sunzjre:1.4.2_10:

Kk kKRR k.

cpe:2.3:aisunzjre:1.4.2_14:

Kk koK kR k.

cpe:2.3:a:sunjre:1.4.2_15: "

ox

cpe:2.3:a:sun:jre:1.5.0:-

dkakukokakak.

cpe:2.3:a:sun;jre:1.5.0:updatet:*:*:*:*:*:*:

kKKK LKLk,

cpe:2.3:a:sun;jre:1.5.0:update10:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:sun;jre:1.5.0:update12:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:sun;jre:1.5.0:update13:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:sun;jre:1.5.0:update14:*:*:*:*:*:*:

akak Lk akakuk.

cpe:2.3:a:sun:jre:1.5.0:update2:*:*:*:*:*:*:



Rk kakukuk.

cpe:2.3:a:sun:jre:1.5.0:update3:*:*:*:*:*:*:

Rk kR kuk.

cpe:2.3:a:sun;jre:1.5.0:updated:*:*:*:*:*:*:

dkak Lk akakak.

cpe:2.3:a:sun:jre:1.5.0:update6:*:*:*:*:*:*:

akak kR akuk.

cpe:2.3:a:sun:jre:1.5.0:update7:*:*:**:*:*:

Rk Lk akakak.

cpe:2.3:a:sun:jre:1.5.0:update8:*:*:*:*:*:*:

Rk kR ok ak.

cpe:2.3:a:sun:jre:1.5.0:update9:*:*:*:*:*:*:
cpe:2.3:a:sunzjre:1.6.0:-

cpe:2.3:a:sun:jre:1.6.0:update_1:*:*:*:*:*:*:

SRk ok Kk k.

cpe:2.3:a:sun:jre:1.6.0:update_2:*:*:*:*:*:*:

SRk kL Kk k.

cpe:2.3:a:sun;jre:1.6.0:update_3:*:*:*:*:*:*:

cpe:2.3:a:sunjre:1.4.2_10: "

dkukakukkakak.

cpe:2.3:a:sun;jre:1.4.2_6: "

Sk Lk akkkakak.

cpe:2.3:a:sun;jre:1.4.2_7: ke

dkukakukakakak.

cpe:2.3:a:sun;jre:1.4.2_8:



dk Lk akkakakak.

cpe:2.3:a:sun;jre:1.4.2_9: xx

cpe:2.3:a:sun:jre:1.5.0:- s

Rk R akkuk.

cpe:2.3:a:sun;jre:1.5.0:updatet """

KKKk kK.

cpe:2.3:a:sun:jre:1.5.0:update 1%

Sk kKKK,

cpe:2.3:a:sun:jre:1.5.0:update12:*:*:*:*:*:*:

SRk kKR k.

cpe:2.3:a:sun:jre:1.5.0:update13:*:**:**::

Sk koK kK,

cpe:2.3:a:sun:jre:1.5.0:update14:*:*:*:*:*::

Rk kR ok ak.

cpe:2.3:a:sun:jre:1.5.0:updated:*:*:**:*:*:

dkakakakakak.

cpe:2.3:a:sun:jre:1.5.0:updated:*:*:*:*:*:*:

kakakakakak.

cpe:2.3:a:sun;jre:1.5.0:updates:*:*:*:*:*:*:



No vendor comments have been submitted for this CVE
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