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Summary

CVE CVE-2008-1194

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-06 21:44:00 UTC

Updated 2019-07-31 12:44:00 UTC

Description Multiple unspecified vulnerabilities in the color management library in Sun JDK and JRE 6 Update 4 and earlier, and 5.0 Update 14 and earlier, allows remote attackers to cause a denial of service (crash) via unknown vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Jdk 1.5.0 - All All

Application Sun Jdk 1.5.0 update1 All All

Application Sun Jdk 1.5.0 update10 All All

Application Sun Jdk 1.5.0 update11 All All

Application Sun Jdk 1.5.0 update12 All All

Application Sun Jdk 1.5.0 update13 All All

Application Sun Jdk 1.5.0 update14 All All

Application Sun Jdk 1.5.0 update2 All All

Application Sun Jdk 1.5.0 update3 All All

Application Sun Jdk 1.5.0 update4 All All

Application Sun Jdk 1.5.0 update5 All All

Application Sun Jdk 1.5.0 update6 All All

Application Sun Jdk 1.5.0 update7 All All

Application Sun Jdk 1.5.0 update8 All All

Application Sun Jdk 1.5.0 update9 All All

Application Sun Jdk 1.6.0 - All All

Application Sun Jdk 1.6.0 update_3 All All
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Application Sun Jdk 1.6.0 update_3 All All

Application Sun Jdk 1.6.0 update_4 All All

Application Sun Jdk 1.5.0 - All All

Application Sun Jdk 1.5.0 update1 All All

Application Sun Jdk 1.5.0 update10 All All

Application Sun Jdk 1.5.0 update11 All All

Application Sun Jdk 1.5.0 update12 All All

Application Sun Jdk 1.5.0 update13 All All

Application Sun Jdk 1.5.0 update14 All All

Application Sun Jdk 1.5.0 update2 All All

Application Sun Jdk 1.5.0 update3 All All

Application Sun Jdk 1.5.0 update4 All All

Application Sun Jdk 1.5.0 update5 All All

Application Sun Jdk 1.5.0 update6 All All

Application Sun Jdk 1.5.0 update7 All All

Application Sun Jdk 1.5.0 update8 All All

Application Sun Jdk 1.5.0 update9 All All

Application Sun Jdk 1.6.0 - All All

Application Sun Jdk 1.6.0 update_3 All All

Application Sun Jdk 1.6.0 update_4 All All

Application Sun Jre 1.5.0 - All All

Application Sun Jre 1.5.0 update1 All All

Application Sun Jre 1.5.0 update10 All All

Application Sun Jre 1.5.0 update11 All All

Application Sun Jre 1.5.0 update12 All All

Application Sun Jre 1.5.0 update13 All All

Application Sun Jre 1.5.0 update14 All All

Application Sun Jre 1.5.0 update2 All All

Application Sun Jre 1.5.0 update3 All All

Application Sun Jre 1.5.0 update4 All All

Application Sun Jre 1.5.0 update5 All All

Application Sun Jre 1.5.0 update6 All All

Application Sun Jre 1.5.0 update7 All All

Application Sun Jre 1.5.0 update8 All All

Application Sun Jre 1.5.0 update9 All All

Application Sun Jre 1.6.0 - All All
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Application Sun Jre 1.6.0 update_1 All All

Application Sun Jre 1.6.0 update_2 All All

Application Sun Jre 1.6.0 update_3 All All

Application Sun Jre 1.6.0 update_4 All All

Application Sun Jre 1.5.0 - All All

Application Sun Jre 1.5.0 update1 All All

Application Sun Jre 1.5.0 update10 All All

Application Sun Jre 1.5.0 update11 All All

Application Sun Jre 1.5.0 update12 All All

Application Sun Jre 1.5.0 update13 All All

Application Sun Jre 1.5.0 update14 All All

Application Sun Jre 1.5.0 update2 All All

Application Sun Jre 1.5.0 update3 All All

Application Sun Jre 1.5.0 update4 All All

Application Sun Jre 1.5.0 update5 All All

Application Sun Jre 1.5.0 update6 All All

Application Sun Jre 1.5.0 update7 All All

Application Sun Jre 1.5.0 update8 All All

Application Sun Jre 1.5.0 update9 All All

Application Sun Jre 1.6.0 - All All

Application Sun Jre 1.6.0 update_1 All All

Application Sun Jre 1.6.0 update_2 All All

Application Sun Jre 1.6.0 update_3 All All

Application Sun Jre 1.6.0 update_4 All All
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Support REDHAT
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Red Hat update for java-1.5.0-sun - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
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About the security content of Java for Mac OS X 10.5 Update 2 CONFIRM

APPLE-SA-2008-09-24 Java for Mac OS X 10.4, Release 7 APPLE

IBM X-Force Exchange XF

Sun JDK/JRE: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO

Gentoo update for sun-jdk, sun-jre-bin, and emul-linux-x86-java - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Oracle Fusion Middleware Technologies BEA
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#233325: Vulnerabilties in the Java Runtime Environment image Parsing Library SUNALERT

VMSA-2008-0010.3 - VMware CONFIRM

JRockit: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO

Java Runtime Environment Bugs in Image Parsing Library Let Remote Users Gain Privileges - SecurityTracker SECTRACK

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Red Hat Network Satellite Server Update for Sun Java / IBM Java Runtime - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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