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CVE CVE-2008-1218
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2008-03-10 23:44:00 UTC
Updated 2018-10-11 20:30:00 UTC
Description Argument injection vulnerability in Dovecot 1.0.x before 1.0.13, and 1.1.x before 1.1.rc3, when using blocking passdbs, allo'
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Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Dovecot Dovecot All All All
Application Dovecot Dovecot All rc2 All

Language

All

All

References

Reference

Dovecot: Multiple vulnerabilities — Gentoo Linux Documentation
Dovecot IMAP 1.0.10 <= 1.1rc2 Remote Email Disclosure Exploit
Dovecot 'Tab' Character Password Check Security Bypass Vulnerability
[SECURITY] Fedora 7 Update: dovecot-1.0.13-18.fc7

IBM X-Force Exchange

rPath update for dovecot - Advisories - Secunia

SUSE update for dovecot and graphicsmagic - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Dovecot Authentication Bypass Vulnerability - Advisories - Secunia
issues.rpath.com/browse/RPL-2341

[SECURITY] Fedora 8 Update: dovecot-1.0.13-6.fc8

[Dovecot-news] v1.0.13 and v1.1.rc3 released

Debian update for dovecot - Advisories - Secunia

Source

GENTOO

EXPLOIT-DB

BID

FEDORA

XF

SECUNIA

SECUNIA

SECUNIA

CONFIRM

FEDORA

MLIST

SECUNIA

Link
security.gentoc
www.exploit-dk
www.securityfc
www.redhat.co
exchange.xforc
secunia.com
secunia.com
secunia.com
issues.rpath.cc
www.redhat.co
www.dovecot.c

secunia.com


https://cve.report/
https://cve.report/CVE-2008-1218/mitre
https://cve.report/CVE-2008-1218/nist
https://cve.report/CVE-2008-1218/cve_org
https://cve.report/api/cve/CVE-2008-1218.json
https://cve.report/CVE-2008-1218.pdf
http://cve.report/vendor/dovecot
http://cve.report/software/dovecot/dovecot
http://cve.report/vendor/dovecot
http://cve.report/software/dovecot/dovecot
http://security.gentoo.org/glsa/glsa-200803-25.xml
https://www.exploit-db.com/exploits/5257
http://www.securityfocus.com/bid/28181
https://www.redhat.com/archives/fedora-package-announce/2008-March/msg00381.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/41085
http://secunia.com/advisories/29364
http://secunia.com/advisories/32151
http://secunia.com/advisories/29295
https://issues.rpath.com/browse/RPL-2341
https://www.redhat.com/archives/fedora-package-announce/2008-March/msg00358.html
http://www.dovecot.org/list/dovecot-news/2008-March/000065.html
http://secunia.com/advisories/29385

Ubuntu update for dovecot - Advisories - Secunia SECUNIA secunia.com
Fedora update for dovecot - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com
USN-593-1: Dovecot vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.cor
Gentoo update for dovecot - Advisories - Secunia SECUNIA secunia.com
[security-announce] SUSE Security Summary Report: SUSE-SR:2008:020 SUSE lists.opensuse.
SecurityFocus BUGTRAQ www.securityfc
[Dovecot-news] Security hole #6: Some passdbs allowed users to log in without a valid password MLIST www.dovecot.c
Advisories:rPSA-2008-0108 - rPath Wiki MISC wiki.rpath.com
Debian -- Security Information -- DSA-1516-1 dovecot DEBIAN www.debian.or
CVE Program record CVE.ORG WWWw.cve.org
NVD vulnerability detail NVD nvd.nist.gov
(| | 1

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-03-12 Joshua Bressers Not vulnerable. This issue did not affect versions of Dovecot as shipped with Red Hat Enter)
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There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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http://secunia.com/advisories/29226
https://usn.ubuntu.com/593-1/
http://secunia.com/advisories/29396
http://lists.opensuse.org/opensuse-security-announce/2008-10/msg00004.html
http://www.securityfocus.com/archive/1/489481/100/0/threaded
http://www.dovecot.org/list/dovecot-news/2008-March/000064.html
http://wiki.rpath.com/wiki/Advisories:rPSA-2008-0108
http://www.debian.org/security/2008/dsa-1516
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