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MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2008-1232
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2008-08-04 01:41:00 UTC
Updated 2023-02-13 02:18:00 UTC

Description Cross-site scripting (XSS) vulnerability in Apache Tomcat 4.1.0 through 4.1.37, 5.5.0 through 5.5.26, and 6.0.0 through 6.0.

/ |

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Tomcat 4.1.0 All All All
Application Apache Tomcat 4.1.1 All All All
Application Apache Tomcat 4.1.10 All All All
Application Apache Tomcat 4112 All All All
Application Apache Tomcat 4.1.15 All All All
Application Apache Tomcat 41.2 All All All
Application Apache Tomcat 4.1.24 All All All
Application Apache Tomcat 4.1.28 All All All
Application Apache Tomcat 41.3 All All All
Application Apache Tomcat 4.1.31 All All All
Application Apache Tomcat 4.1.36 All All All
Application Apache Tomcat 5.5.0 All All All
Application Apache Tomcat 5.5.1 All All All
Application Apache Tomcat 5.5.10 All All All
Application Apache Tomcat 5.5.11 All All All
Application Apache Tomcat 5.5.12 All All All
Application Apache Tomcat 5.5.13 All All All
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Pony Mail! MLIST
CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995459 Java (Maven) Security Update for org.apache.tomcat:tomcat (GHSA-q74x-qqghr-f8rx)
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https://lists.apache.org/thread.html/r3aacc40356defc3f248aa504b1e48e819dd0471a0a83349080c6bcbf@%253Cdev.tomcat.apache.org%253E
http://www.securityfocus.com/archive/1/495021/100/0/threaded
http://secunia.com/advisories/33999
http://secunia.com/advisories/31891
http://www.vmware.com/security/advisories/VMSA-2009-0016.html
http://www.securitytracker.com/id?1020622
http://www.securityfocus.com/archive/1/504351/100/0/threaded
https://support.ca.com/irj/portal/anonymous/phpsupcontent?contentID=209500
http://www.vupen.com/english/advisories/2008/2305
http://marc.info/?l=bugtraq&m=123376588623823&w=2
http://secunia.com/advisories/31381
http://marc.info/?l=bugtraq&m=139344343412337&w=2
http://secunia.com/advisories/31639
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A5985
https://access.redhat.com/errata/RHSA-2008:0862
http://tomcat.apache.org/security-6.html
https://lists.apache.org/thread.html/06cfb634bc7bf37af7d8f760f118018746ad8efbd519c4b789ac9c2e@%253Cdev.tomcat.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2008-1232
https://nvd.nist.gov/vuln/detail/CVE-2008-1232
http://cve.report/qid/995459
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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