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Summary

CVE CVE-2008-1238

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-27 10:44:00 UTC

Updated 2023-02-13 02:18:00 UTC

Description Mozilla Firefox before 2.0.0.13 and SeaMonkey before 1.1.9, when generating the HTTP Referer header, does not list the entire URL when it contains Basic Authentication credentials without a username, which makes it easier for remote attackers to bypass application protection mechanisms that rely on Referer headers, such as with some Cross-Site Request Forgery (CSRF) mechanisms.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Application Mozilla Seamonkey All All All All

References

Reference Source Link

sla.ckers.org web application security forum :: Bugs :: Firefox weird referrer problem MISC sla.ckers.org

SUSE update for MozillaFirefox - Advisories - Secunia SECUNIA secunia.com

Sun Solaris Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

SecurityTracker.com Archives - Mozilla Firefox URL Bug Lets Remote Users Spoof HTTP Referer Values in Certain Cases SECTRACK www.securitytracker.com

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Debian update for xulrunner - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Mozilla SeaMonkey Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

MFSA 2008-16: HTTP Referrer spoofing with malformed URLs CONFIRM www.mozilla.org

Red Hat update for thunderbird - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Debian -- Security Information -- DSA-1534-1 iceape DEBIAN www.debian.org

Red Hat update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com
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http://secunia.com/advisories/29539
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http://www.mozilla.org/security/announce/2008/mfsa2008-16.html
http://secunia.com/advisories/29607
http://www.debian.org/security/2008/dsa-1534
http://secunia.com/advisories/29391


SecurityFocus BUGTRAQ www.securityfocus.com

Red Hat update for firefox - Advisories - Secunia SECUNIA secunia.com

Debian -- Security Information -- DSA-1532-1 xulrunner DEBIAN www.debian.org

Support / Security / Advisories / / MDVSA-2008:080 | Mandriva MANDRIVA www.mandriva.com

rPath update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Debian update for iceweasel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Gentoo Update for Mozilla Products - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Mozilla products: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO www.gentoo.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Mozilla Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

USN-592-1: Firefox vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Ubuntu update for firefox - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Debian update for iceape - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

238492 SUNALERT sunsolve.sun.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

[security-announce] SUSE Security Announcement: MozillaFirefox (SUSE-SA: SUSE lists.opensuse.org

sla.ckers.org web application security forum :: Bugs :: Firefox weird referrer problem MISC sla.ckers.org

Mozilla Thunderbird/Seamonkey/Firefox 2.0.0.12 Multiple Remote Vulnerabilities BID www.securityfocus.com

Debian -- Security Information -- DSA-1535-1 iceweasel DEBIAN www.debian.org

US-CERT Technical Cyber Security Alert TA08-087A -- Mozilla Updates for Multiple Vulnerabilities CERT www.us-cert.gov

Advisories:rPSA-2008-0128 - rPath Wiki CONFIRM wiki.rpath.com

Repository / Oval Repository OVAL oval.cisecurity.org

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Support REDHAT www.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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