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CVE CVE-2008-1246
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-10 17:44:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description The Cisco PIX/ASA Finesse Operation System 7.1 and 7.2 allows local users to gain privileges by entering characters at th
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Risk And Classification

Primary CVSS: v3.1 7.8 HIGH from ADP
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-264 | n/a | CWE-noinfo Not enough information

Version Source Type Score Severity Vector

3.1 ADP DECLARED 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
3.1 134c704f-9b21-4f2e-91b3-4a467353bcc0  Secondary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 6.8 AV:L/AC:L/Au:S/C:C/I:C/A:C
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Cisco Pix Asa Finesse Operation System 71 All All All
Operating System Cisco Pix Asa Finesse Operation System 7.2 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

SecurityFocus af854a3a-2127-422b-91ae-364da2661108
SecurityFocus af854a3a-2127-422b-91ae-364da2661108
SecurityFocus af854a3a-2127-422b-91ae-364da2661108
Router Hacking Challenge | GNUCITIZEN af854a3a-2127-422b-91ae-364da2661108
IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108
SecurityFocus af854a3a-2127-422b-91ae-364da2661108
SecurityFocus af854a3a-2127-422b-91ae-364da2661108
Cisco PIX/ASA Enable Login Prompt Privilege Escalation Vulnerability af854a3a-2127-422b-91ae-364da2661108

Link

WWW.S

WWW.S

WWW.S

Www.g

exchail

WWW.S

WWW.S

WWW.S


http://cve.report/vendor/cisco
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http://www.securityfocus.com/archive/1/487051
http://www.securityfocus.com/archive/1/487579
http://www.securityfocus.com/archive/1/486959
http://www.gnucitizen.org/projects/router-hacking-challenge/
https://exchange.xforce.ibmcloud.com/vulnerabilities/41129
http://www.securityfocus.com/archive/1/486938
http://www.securityfocus.com/archive/1/489009/100/0/threaded
http://www.securityfocus.com/bid/27457

Taking Network Security to the Streets: PIX/ASA Finesse 7.1 & 7.2 Privilege Escalation af854a3a-2127-422b-91ae-364da2661108 hackai
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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