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AVNACMAUNCNIEPAN Certain versions of P-2602hw-d1a from Zyxel contain the following
’ vulnerability:

Multiple cross-site request forgery (CSRF) vulnerabilities on the Zyxel
P-2602HW-D1A router with 3.40(AJZ.1) firmware allow remote
attackers to (1) make the admin web server available on the Internet
(WAN) interface via the WWWAccesslInterface parameter to
Forms/RemMagWWW_1 or (2) change the IP whitelisting timeout via
the StdioTimout parameter to Forms/rpSysAdmin_1.

CVE-2008-1260 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: _

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

SecurityFocus () BUGTRAQ 20080301 The Router Hacking Challenge is
Over!

Router Hacking Challenge | (0 MISC www.gnucitizen.org/projects/router-hacking-challenge/

GNUCITIZEN

IBM X-Force Exchange € XF zyxel-p2602hw-multiple-csrf(41170)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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https://cve.report/
https://cve.report/CVE-2008-1260/mitre
https://cve.report/CVE-2008-1260/nist
https://cve.report/CVE-2008-1260/cve_org
https://cve.report/CVE-2008-1260.pdf
http://cve.report/software/zyxel/p-2602hw-d1a
http://cve.report/vendor/zyxel
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securityfocus.com/archive/1/489009/100/0/threaded
https://web.archive.org/web/2008/http://www.gnucitizen.org/projects/router-hacking-challenge/
https://exchange.xforce.ibmcloud.com/vulnerabilities/41170
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware &= = Zyxel P-2602hw-d1a All All 3.40(ajz.1) All
Hardware = = Zyxel P-2602hw-d1a All All 3.40\(ajz.1\) All
Hardware = >4 Zyxel P-2602hw-d1a All All 3.40\(ajz.1\) All

No vendor comments have been submitted for this CVE
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