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Summary

CVE CVE-2008-1293

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-29 13:09:00 UTC

Updated 2018-10-03 21:53:00 UTC

Description ldm in Linux Terminal Server Project (LTSP) 0.99 and 2 passes the -ac option to the X server on each LTSP client, which allows remote attackers to connect to this server via TCP port 6006 (aka display :6).

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ltsp Linux Terminal Server Project 0.99 All All All

Application Ltsp Linux Terminal Server Project 2 All All All

Application Ltsp Linux Terminal Server Project 0.99 All All All

Application Ltsp Linux Terminal Server Project 2 All All All

References

Reference Source Link

Linux Terminal Server Project ldm Access Control Bug Lets Remote Users Access X Sessions - SecurityTracker SECTRACK www.securitytracker.com

Linux Terminal Server Project 'ldm' Information Disclosure Vulnerability BID www.securityfocus.com

Debian update for ldm - Advisories - Secunia SECUNIA secunia.com

USN-610-1: LTSP vulnerability | Ubuntu security notices UBUNTU usn.ubuntu.com

Debian -- Security Information -- DSA-1561-1 ldm DEBIAN www.debian.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Ubuntu update for ldm - Advisories - Secunia SECUNIA secunia.com

oss-security - Re: CVE request: insecure X11 handling in ltsp MLIST www.openwall.com

#469462 - X access wide open on LTSP clients - Debian Bug report logs CONFIRM bugs.debian.org

oss-security - CVE request: insecure X11 handling in ltsp MLIST www.openwall.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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