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Summary

CVE CVE-2008-1369

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-18 17:44:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description A certain incorrect Sun Solaris 10 image on SPARC Enterprise T5120 and T5220 servers has /etc/default/login and /etc/ssh/sshd_config files that configure root logins in a manner unintended by the vendor, which allows remote attackers to gain privileges via unspecified vectors.

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov

AV:N/AC:L/Au:N/C:C/I:C/A:C

Problem Types: CWE-264 | NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Sun Sparc Enterprise Server t5120 All All All

Hardware Sun Sparc Enterprise Server t5220 All All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete
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Hardware Sun Sparc Enterprise Server t5220 All All All

Operating System Sun Sunos 5.10 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

IBM X-Force Exchange

Sun SPARC Enterprise T5120 and T5220 Servers Insecure Configuration - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Sun SPARC Enterprise T5120 and T5220 Servers Insecure Default Configuration Vulnerability

Sun SPARC Enterprise T5120 and T5220 Default Configuration Permits Remote Root Command Execution - SecurityTracker

#231244: Some Sun SPARC Enterprise T5120 and T5220 Servers Shipped With an Incorrect Solaris 10 Image Containing an Insecure Configuration

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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