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State PUBLIC
Assigner secalert@redhat.com

/

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Published 2008-04-04 00:44:00 UTC
Updated 2018-10-11 20:32:00 UTC
Description Buffer overflow in the gif_read_lzw function in CUPS 1.3.6 allows remote attackers to have an unknown impact via a GIF fil

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor
Application Easy Software Products
Application Easy Software Products

Product Version Update Edition Language
Cups 1.3.6 All All All
Cups 1.3.6 All All All

References

Reference

SUSE update for cups - Advisories - Secunia
SVTC: Member Login

rPath update for cups - Advisories - Secunia
CUPS 'gif_read_lzw()' GIF File Buffer Overflow Vulnerability
Ubuntu update for cups - Advisories - Secunia
Gentoo update for cups - Advisories - Secunia
[SECURITY] Fedora 8 Update: cups-1.3.6-4.fc8
rhn.redhat.com | Red Hat Support

Red Hat update for cups - Advisories - Secunia
Advisories:rPSA-2008-0136 - rPath Wiki
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http://www.securityfocus.com/bid/28544
http://secunia.com/advisories/29603
http://secunia.com/advisories/29634
https://www.redhat.com/archives/fedora-package-announce/2008-April/msg00091.html
http://www.redhat.com/support/errata/RHSA-2008-0206.html
http://secunia.com/advisories/29630
http://wiki.rpath.com/Advisories:rPSA-2008-0136
https://exchange.xforce.ibmcloud.com/vulnerabilities/41587
http://www.securitytracker.com/id?1019739

[security-announce] SUSE Security Announcement: cups security problems ( SUSE lists.ope
rhn.redhat.com | Red Hat Support REDHAT WWW.rec
Support / Security / Advisories / / MDVSA-2008:081 | Mandriva MANDRIVA  www.me
SecurityFocus BUGTRAQ www.se
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WWW.VU
Red Hat update for cups - Advisories - Secunia SECUNIA secunia.
CUPS: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO security.
Repository / Oval Repository OVAL oval.cise
CVE-2008-1373: CUPS GIF image filter overflow - Issue #2765 - apple/cups - GitHub CONFIRM www.cu
Mandriva update for cups - Advisories - Secunia SECUNIA secunia.
Debian update for cupsys - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.
USN-598-1: CUPS vulnerabilities | Ubuntu UBUNTU www.ub
[SECURITY] Fedora 7 Update: cups-1.2.12-10.fc7 FEDORA WWW.rec
Debian -- Security Information -- DSA-1625-1 cupsys DEBIAN www.de
CVE Program record CVE.ORG WWW.CV!
NVD vulnerability detail NVD nvd.nist.
A | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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