CVE-2008-1389

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2008-1389
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-04 16:41:00 UTC
Updated 2011-03-08 03:07:00 UTC
Description libclamav/chmunpack.c in the chm-parser in ClamAV before 0.94 allows remote attackers to cause a denial of service (appl

/ |

1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Clam Anti-virus Clamav 0.11 All All All
Application Clam Anti-virus Clamav 0.12 All All All
Application Clam Anti-virus Clamav 0.13 All All All
Application Clam Anti-virus Clamav 0.14 All All All
Application Clam Anti-virus Clamav 0.14 pre All All
Application Clam Anti-virus Clamav 0.15 All All All
Application Clam Anti-virus Clamav 0.20 All All All
Application Clam Anti-virus Clamav 0.21 All All All
Application Clam Anti-virus Clamav 0.22 All All All
Application Clam Anti-virus Clamav 0.23 All All All
Application Clam Anti-virus Clamav 0.24 All All All
Application Clam Anti-virus Clamav 0.51 All All All
Application Clam Anti-virus Clamav 0.52 All All All
Application Clam Anti-virus Clamav 0.53 All All All
Application Clam Anti-virus Clamav 0.54 All All All
Application Clam Anti-virus Clamav 0.60 All All All
Application Clam Anti-virus Clamav 0.60p All All All
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Application Clam Anti-virus Clamav 0.88.7 All All All

Application Clam Anti-virus Clamav 0.90 All All All

Application Clam Anti-virus Clamav 0.90.1 All All All

Application Clam Anti-virus Clamav 0.90.2 All All All

Application Clam Anti-virus Clamav 0.90.3 All All All

Application Clam Anti-virus Clamav 0.91 All All All

Application Clam Anti-virus Clamav 0.91.1 All All All

Application Clam Anti-virus Clamav 0.91.2 All All All

Application Clam Anti-virus Clamav 0.92 All All All

Application Clam Anti-virus Clamav 0.92.1 All All All

Application Clam Anti-virus Clamav 0.93 All All All

Application Clam Anti-virus Clamav 0.93.1 All All All
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ClamAV: Multiple Denials of Service — Gentoo Linux Documentation GENTOO
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Clam AntiVirus CHM Unpacking Bug Lets Remote Users Deny Service - SecurityTracker SECTRACK
[security-announce] SUSE Security Summary Report: SUSE-SR:2008:018 SUSE
Kolab Server ClamAV Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
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404 Not Found CONFIRM
APPLE-SA-2008-10-09 Security Update 2008-007 APPLE
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
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SourceForge.net: Files CONFIRM
[SECURITY] Fedora 9 Update: clamav-0.93.3-2.fc9 FEDORA
clamav: Crash with crafted chm, CVE-2008-1389 MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690294 Free Berkeley Software Distribution (FreeBSD) Security Update for clamav (da5c4072-8082-11dd-9¢8c-001¢c2514716¢)
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