
CVE-2008-1391
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2008-1391

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-27 17:44:00 UTC

Updated 2018-10-11 20:33:00 UTC

Description Multiple integer overflows in libc in NetBSD 4.x, FreeBSD 6.x and 7.x, and probably other BSD and Apple Mac OS platforms allow context-dependent attackers to execute arbitrary code via large values of certain integer fields in the format argument to (1) the strfmon function in lib/libc/stdlib/strfmon.c, related to the GET_NUMBER macro; and (2) the printf function, related to left_prec and right_prec.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Freebsd Freebsd 6.0 All All All

Operating System Freebsd Freebsd 6.0 release All All

Operating System Freebsd Freebsd 6.0 stable All All

Operating System Freebsd Freebsd 6.0_p5_release All All All

Operating System Freebsd Freebsd 7.0 All All All

Operating System Freebsd Freebsd 7.0 pre-release All All

Operating System Freebsd Freebsd 7.0_beta4 All All All

Operating System Freebsd Freebsd 7.0_releng All All All

Operating System Freebsd Freebsd 6.0 All All All

Operating System Freebsd Freebsd 6.0 release All All

Operating System Freebsd Freebsd 6.0 stable All All

Operating System Freebsd Freebsd 6.0_p5_release All All All

Operating System Freebsd Freebsd 7.0 All All All

Operating System Freebsd Freebsd 7.0 pre-release All All

Operating System Freebsd Freebsd 7.0_beta4 All All All

Operating System Freebsd Freebsd 7.0_releng All All All

Operating System Netbsd Netbsd 4.0 All All All
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Operating System Netbsd Netbsd 4.0 All All All

Operating System Netbsd Netbsd 4.0 All All All

References

Reference Source

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

SecurityFocus BUGTRAQ

FreeBSD "strfmon()" Multiple Integer Overflows - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Debian -- Security Information -- DSA-2058-1 glibc, eglibc DEBIAN

Multiple BSD Platforms 'strfmon()' Function Integer Overflow Weakness BID

IBM X-Force Exchange XF

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

CVS log for src/lib/libc/stdlib/strfmon.c CONFIRM

SecurityReason - *BSD libc (strfmon) Multiple vulnerabilities ( Research Advisory ) SREASONRES

SecurityTracker.com Archives - libc strfmon() Integer Overflows May Let Users Execute Arbitrary Code SECTRACK

APPLE-SA-2008-12-15 Security Update 2008-008 / Mac OS X v10.5.6 APPLE

[security-announce] SUSE Security Announcement: glibc (SUSE-SA:2010:052) SUSE

US-CERT Technical Cyber Security Alert TA08-350A -- Apple Updates for Multiple Vulnerabilities CERT

SecurityReason - *BSD libc (strfmon) Multiple vulnerabilities SREASON

About the security content of Security Update 2008-008 / Mac OS X v10.5.6 CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-09-24 Tomas Hoger Red Hat does not consider this to be a security issue. Properly written application should not use arbitrary untrusted data as part of the format string passed to functions as strfmon or printf family functions.

There are currently no legacy QID mappings associated with this CVE.
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