
CVE-2008-1412
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2008-1412

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-20 10:44:00 UTC

Updated 2017-08-08 01:30:00 UTC

Description Unspecified vulnerability in multiple F-Secure anti-virus products, including Internet Security 2006 through 2008, Anti-Virus 2006 through 2008, and others, allows remote attackers to execute arbitrary code or cause a denial of service (hang or crash) via a malformed archive that triggers an unhandled exception, as demonstrated by the PROTOS GENOME test suite for Archive Formats.

Risk And Classification

Problem Types: CWE-20 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application F-secure F-secure Anti-virus 2006 All All All

Application F-secure F-secure Anti-virus 2007 All All All

Application F-secure F-secure Anti-virus 2007 second_edition All All

Application F-secure F-secure Anti-virus 2008 All All All

Application F-secure F-secure Anti-virus 2006 All All All

Application F-secure F-secure Anti-virus 2007 All All All

Application F-secure F-secure Anti-virus 2007 second_edition All All

Application F-secure F-secure Anti-virus 2008 All All All

Application F-secure F-secure Anti-virus Client Security All All All All

Application F-secure F-secure Anti-virus For Linux All All All All

Application F-secure F-secure Anti-virus For Workstations All All All All

Application F-secure F-secure Anti-virus Linux Client Security All All All All

Application F-secure F-secure Client Security All All All All

Application F-secure F-secure Internet Security 2006 All All All

Application F-secure F-secure Internet Security 2007 All All All

Application F-secure F-secure Internet Security 2007 second_edition All All

Application F-secure F-secure Internet Security 2008 All All All
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Application F-secure F-secure Internet Security 2008 All All All

Application F-secure F-secure Internet Security 2006 All All All

Application F-secure F-secure Internet Security 2007 All All All

Application F-secure F-secure Internet Security 2007 second_edition All All

Application F-secure F-secure Internet Security 2008 All All All

Application F-secure F-secure Mobile Antivirus For S60 2nd_edition All All All

Application F-secure F-secure Mobile Antivirus For S60 2nd_edition All All All

Application F-secure F-secure Mobile Antivirus For Windows Mobile 2003 All All All

Application F-secure F-secure Mobile Antivirus For Windows Mobile 5.0 All All All

Application F-secure F-secure Mobile Antivirus For Windows Mobile 6 All All All

Application F-secure F-secure Mobile Antivirus For Windows Mobile 2003 All All All

Application F-secure F-secure Mobile Antivirus For Windows Mobile 5.0 All All All

Application F-secure F-secure Mobile Antivirus For Windows Mobile 6 All All All

Application F-secure F-secure Mobile Security For Series 80 All All All All

Application F-secure F-secure Mobile Security For Series 80 All All All All

Application F-secure F-secure Protection Service For Business All All All All

Application F-secure F-secure Protection Service For Consumers All All All All

References

Reference Source

IBM X-Force Exchange XF

Support and downloads | F-Secure CONFIRM

Not Found | F-Secure CONFIRM

F-Secure Internet Security Unhandled Exception in Processing Archives Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

www.ee.oulu.fi/research/ouspg/protos/testing/c10/archive MISC

CERT-FI - CERT-FI and CPNI Joint Vulnerability Advisory on Archive Formats MISC

F-Secure Multiple Products Multiple Remote Archive Handling Vulnerabilities BID

F-Secure Anti-Virus Unhandled Exception in Processing Archives Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK

Support and downloads | F-Secure CONFIRM

About Secunia Research | Flexera SECUNIA

F-Secure Internet Gatekeeper Unhandled Exception in Processing Archives Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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