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Summary

CVE CVE-2008-1431

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-20 18:44:00 UTC

Updated 2018-10-11 20:33:00 UTC

Description RaidSonic NAS-4220-B with 2.6.0-n(2007-10-11) firmware stores a partition encryption key in an unencrypted /system/.crypt file with base64 encoding, which allows local users to obtain the key.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Raidsonic Technology Firmware 2.6.0-n All All All

Operating System Raidsonic Technology Firmware 2.6.0-n All All All

Hardware Raidsonic Technology Nas-4220-b 2.6.0-n All All All

Hardware Raidsonic Technology Nas-4220-b 2.6.0-n All All All

References

Reference Source

RaidSonic ICY BOX NAS-4220-B Insecure Storage of Encryption Key - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

RaidSonic NAS-4220-B Encryption Key Disclosure Vulnerability BID

SecurityFocus BUGTRAQ

SecurityReason - raidsonic nas-4220 crypt disk key leak (stored in plain onunencrypted partition) SREASON

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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