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Summary

CVE CVE-2008-1437

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-05-13 22:20:00 UTC

Updated 2018-10-12 21:45:00 UTC

Description Unspecified vulnerability in Microsoft Malware Protection Engine (mpengine.dll) 1.1.3520.0 and 0.1.13.192, as used in multiple Microsoft products, allows context-dependent attackers to cause a denial of service (engine hang and restart) via a crafted file, a different vulnerability than CVE-2008-1438.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Antigen For Exchange All All All All

Application Microsoft Antigen For Exchange All All All All

Application Microsoft Antigen For Smtp Gateway All All All All

Application Microsoft Antigen For Smtp Gateway All All All All

Application Microsoft Diagnostics And Recovery Toolkit 6.0 All All All

Application Microsoft Diagnostics And Recovery Toolkit 6.0 All All All

Application Microsoft Forefront Client Security All All All All

Application Microsoft Forefront Client Security All All All All

Application Microsoft Forefront Security For Exchange Server All All All All

Application Microsoft Forefront Security For Exchange Server All All All All

Application Microsoft Forefront Security For Sharepoint All All All All

Application Microsoft Forefront Security For Sharepoint All All All All

Application Microsoft Malware Protection Engine 0.1.13.192 All All All

Application Microsoft Malware Protection Engine 1.1.3520.0 All All All

Application Microsoft Malware Protection Engine 0.1.13.192 All All All

Application Microsoft Malware Protection Engine 1.1.3520.0 All All All

Application Microsoft Windows Defender All All All All
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Application Microsoft Windows Defender All All All All

Application Microsoft Windows Defender All All All All

Application Microsoft Windows Live Onecare All All All All

Application Microsoft Windows Live Onecare All All All All

References

Reference Source Link

SSRT080071 HP marc.info

SecurityTracker.com Archives - Microsoft Malware Protection Engine Lets Remote Users Deny Service SECTRACK www.securitytracker.com

Microsoft Malware Protection Engine File Processing Remote Denial Of Service Vulnerability BID www.securityfocus.com

Microsoft Security Bulletin MS08-029 - Moderate | Microsoft Docs MS docs.microsoft.com

US-CERT Technical Cyber Security Alert TA08-134A -- Microsoft Updates for Multiple Vulnerabilities CERT www.us-cert.gov

Repository / Oval Repository OVAL oval.cisecurity.org

Microsoft Malware Protection Engine File Parsing Denial of Service - Advisories - Secunia SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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