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Summary

CVE CVE-2008-1447

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-08 23:41:00 UTC

Updated 2020-03-24 18:19:00 UTC

Description The DNS protocol, as implemented in (1) BIND 8 and 9 before 9.5.0-P1, 9.4.2-P1, and 9.3.5-P1; (2) Microsoft DNS in Windows 2000 SP4, XP SP2 and SP3, and Server 2003 SP1 and SP2; and other implementations allow remote attackers to spoof DNS traffic via a birthday attack that uses in-bailiwick referrals to conduct cache poisoning against recursive resolvers, related to insufficient randomness of DNS transaction IDs and source ports, aka "DNS Insufficient Socket Entropy Vulnerability" or "the Kaminsky bug."

Risk And Classification

Problem Types: CWE-331

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Cisco Ios 12.0 All All All

Operating System Cisco Ios 12.0 All All All

Operating System Debian Debian Linux 4.0 All All All

Operating System Debian Debian Linux 4.0 All All All

Application Isc Bind 4 All All All

Application Isc Bind 8 All All All

Application Isc Bind 9.2.9 All All All

Application Isc Bind 4 All All All

Application Isc Bind 8 All All All
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Application Isc Bind 8 All All All

Application Isc Bind 9.2.9 All All All

Operating System Microsoft Windows 2000 All sp4 All All

Operating System Microsoft Windows 2000 All sp4 All All

Operating System Microsoft Windows Server 2003 - All All All

Operating System Microsoft Windows Server 2003 - sp1 All All

Operating System Microsoft Windows Server 2003 - sp1 All All

Operating System Microsoft Windows Server 2003 - sp1 All All

Operating System Microsoft Windows Server 2003 - sp1 All All

Operating System Microsoft Windows Server 2003 - sp1 All All
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Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp - - All All

Operating System Microsoft Windows Xp - sp3 All All

Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp - - All All

Operating System Microsoft Windows Xp - sp3 All All

Operating System Redhat Enterprise Linux 2.1 All as All

Operating System Redhat Enterprise Linux 2.1 All es All

Operating System Redhat Enterprise Linux 2.1 All ws All

Operating System Redhat Enterprise Linux 5 All client All

Operating System Redhat Enterprise Linux 5 All client_workstation All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 2.1 All as All

Operating System Redhat Enterprise Linux 2.1 All es All

Operating System Redhat Enterprise Linux 2.1 All ws All

Operating System Redhat Enterprise Linux 5 All client All

Operating System Redhat Enterprise Linux 5 All client_workstation All

Operating System Redhat Enterprise Linux 5.0 All All All
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There are currently no legacy QID mappings associated with this CVE.
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