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Summary

CVE CVE-2008-1468

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-24 21:44:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description Cross-site scripting (XSS) vulnerability in namazu.cgi in Namazu before 2.0.18 allows remote attackers to inject arbitrary web script or HTML via UTF-7 encoded input, related to failure to set the charset, a different vector than CVE-2004-1318 and CVE-2001-1350. NOTE: some of these details are obtained from third party information.

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-79 | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:N/I:P/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Namazu Namazu 1.3.0.11 All All All

Application Namazu Namazu 2.0 All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

None

Integrity

Partial

Availability

None
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Application Namazu Namazu 2.0 All All All

Application Namazu Namazu 2.0.12 All All All

Application Namazu Namazu 2.0.13 All All All

Application Namazu Namazu 2.0.14 All All All

Application Namazu Namazu 2.0.15 All All All

Application Namazu Namazu 2.0.16 All All All

Application Namazu Namazu 2.0.2 All All All

Application Namazu Namazu All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

JVN#00892830: Namazu におけるクロスサイトスクリプティングの脆弱性

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com

'[security bulletin] HPSBMA02525 SSRT100083 rev.1 - HP System Insight Manager Running on HP-UX, Linux' - MARC

Namazu 'namazu.cgi' Cross-Site Scripting Vulnerability

[security-announce] SUSE Security Summary Report SUSE-SR:2008:017

IBM X-Force Exchange

[SECURITY] Fedora 8 Update: namazu-2.0.18-1.fc8

Fedora update for namazu - Advisories - Secunia

HPSBMA02492 SSRT100079 rev.1 - HP System Management Homepage (SMH) for Linux and Windows, Remote Cross Site Scripting (XSS), Denial of Service (DoS), Execution of Arbitrary Code, Unauthorized Access - c02029444 - 

HP Systems Insight Manager Multiple Vulnerabilities - Secunia.com

Namazu namazu.cgi UTF-7 Cross-Site Scripting - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Namazu: Security Considerations

[SECURITY] Fedora 7 Update: namazu-2.0.18-1.fc7

JVN:JVN#00892830

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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