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CVE CVE-2008-1475
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-24 22:44:00 UTC
Updated 2017-08-08 01:30:00 UTC
Description The xml-rpc server in Roundup 1.4.4 does not check property permissions, which allows attackers to bypass restrictions an

/ |

1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Roundup-tracker Roundup 0.1.0 All All All
Application Roundup-tracker Roundup 0.1.1 All All All
Application Roundup-tracker Roundup 0.1.2 All All All
Application Roundup-tracker Roundup 0.1.3 All All All
Application Roundup-tracker Roundup 0.2.0 All All All
Application Roundup-tracker Roundup 0.2.1 All All All
Application Roundup-tracker Roundup 0.2.2 All All All
Application Roundup-tracker Roundup 0.2.3 All All All
Application Roundup-tracker Roundup 0.2.4 All All All
Application Roundup-tracker Roundup 0.2.5 All All All
Application Roundup-tracker Roundup 0.2.6 All All All
Application Roundup-tracker Roundup 0.2.7 All All All
Application Roundup-tracker Roundup 0.2.8 All All All
Application Roundup-tracker Roundup 0.3.0 All All All
Application Roundup-tracker Roundup 0.3.0 prel All All
Application Roundup-tracker Roundup 0.3.0 pre2 All All
Application Roundup-tracker Roundup 0.3.0 pre3 All All
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Application Roundup-tracker Roundup 0.7.6 All All All
Application Roundup-tracker Roundup 0.7.7 All All All
Application Roundup-tracker Roundup 0.7.8 All All All
Application Roundup-tracker Roundup 0.7.9 All All All
Application Roundup-tracker Roundup 0.8.0 All All All
Application Roundup-tracker Roundup 0.8.0 b1 All All
Application Roundup-tracker Roundup 0.8.0 b2 All All
Application Roundup-tracker Roundup 0.8.1 All All All
Application Roundup-tracker Roundup 0.8.2 All All All
Application Roundup-tracker Roundup 0.8.3 All All All
Application Roundup-tracker Roundup 0.8.4 All All All
Application Roundup-tracker Roundup 0.8.5 All All All
Application Roundup-tracker Roundup 0.8.6 All All All
Application Roundup-tracker Roundup 0.9.0 b1 All All
Application Roundup-tracker Roundup 1.0 All All All
Application Roundup-tracker Roundup 1.0.1 All All All
Application Roundup-tracker Roundup 1.1.0 All All All
Application Roundup-tracker Roundup 1.1.1 All All All
Application Roundup-tracker Roundup 1.1.2 All All All
Application Roundup-tracker Roundup 1.2.0 All All All
Application Roundup-tracker Roundup 1.21 All All All
Application Roundup-tracker Roundup 1.3.0 All All All
Application Roundup-tracker Roundup 1.3.1 All All All
Application Roundup-tracker Roundup 1.3.2 All All All
Application Roundup-tracker Roundup 1.3.3 All All All
Application Roundup-tracker Roundup 1.4.0 All All All
Application Roundup-tracker Roundup 1.41 All All All
Application Roundup-tracker Roundup 1.4.2 All All All
Application Roundup-tracker Roundup All All All All
Reference Source Link Tags
Roundup XML-RPC Server Security Bypass Vulnerability BID www.securityfocus.com
436546 — (CVE-2008-1474) CVE-2008-1474 Roundup 1.4.4 contains security fixes MISC bugzilla.redhat.com
[SECURITY] Fedora 8 Update: roundup-1.4.6-1.fc8 FEDORA  www.redhat.com
Webmail | OVH- OVH VUPEN www.vupen.com
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http://cve.report/software/roundup-tracker/roundup
http://www.securityfocus.com/bid/28238
https://bugzilla.redhat.com/show_bug.cgi?id=436546
https://www.redhat.com/archives/fedora-package-announce/2008-November/msg00452.html
http://www.vupen.com/english/advisories/2008/0891

Roundup Multiple Vulnerabilities - Advisories - Secunia SECUNIA  secunia.com Vendor A

Gentoo update for roundup - Advisories - Secunia SECUNIA  secunia.com

[SECURITY] Fedora 8 Update: roundup-1.4.4-1.fc8 FEDORA  www.redhat.com

Fedora update for roundup - Advisories - Secunia SECUNIA  secunia.com Vendor A
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
[SECURITY] Fedora 9 Update: roundup-1.4.6-1.fc9 FEDORA  www.redhat.com

Page not found - SourceForge.net CONFIRM  sourceforge.net

Roundup: Permission bypass — Gentoo Linux Documentation GENTOO  security.gentoo.org

Fedora update for roundup - Secunia.com SECUNIA  secunia.com

[SECURITY] Fedora 7 Update: roundup-1.4.4-1.fc7 FEDORA  www.redhat.com

CVE Program record CVE.ORG www.cve.org canonica
NVD vulnerability detail NVD nvd.nist.gov canonica
« | i

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://security.gentoo.org/glsa/glsa-200805-21.xml
http://secunia.com/advisories/32805
https://www.redhat.com/archives/fedora-package-announce/2008-March/msg00264.html
https://www.cve.org/CVERecord?id=CVE-2008-1475
https://nvd.nist.gov/vuln/detail/CVE-2008-1475
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2008-1475
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


