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Summary

CVE CVE-2008-1483

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-24 23:44:00 UTC

Updated 2018-10-11 20:35:00 UTC

Description OpenSSH 4.3p2, and probably other versions, allows local users to hijack forwarded X connections by causing ssh to set DISPLAY to :10, even when another process is listening on the associated port, as demonstrated by opening TCP port 6010 (IPv4) and sniffing a cookie sent by Emacs.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openbsd Openssh 4.3p2 All All All

Application Openbsd Openssh 4.3p2 All All All

References

Reference Source
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Mandriva update for openssh - Advisories - Secunia SECUNIA

NetBSD-SA2008-005 NETBSD

[security-announce] Globus Security Advisory 2008-01: GSI-OpenSSH vulnerability MLIST
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https://cve.report/
https://cve.report/CVE-2008-1483/mitre
https://cve.report/CVE-2008-1483/nist
https://cve.report/CVE-2008-1483/cve_org
https://cve.report/api/cve/CVE-2008-1483.json
https://cve.report/CVE-2008-1483.pdf
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://sunsolve.sun.com/search/document.do?assetkey=1-26-237444-1
http://secunia.com/advisories/29554
ftp://ftp.netbsd.org/pub/NetBSD/security/advisories/NetBSD-SA2008-005.txt.asc
http://www.globus.org/mail_archive/security-announce/2008/04/msg00000.html
http://secunia.com/advisories/29721
http://lists.apple.com/archives/security-announce//2008/Sep/msg00005.html
http://aix.software.ibm.com/aix/efixes/security/ssh_advisory.asc
http://security.freebsd.org/advisories/FreeBSD-SA-08:05.openssh.asc
http://secunia.com/advisories/30086
http://secunia.com/advisories/29686
http://www.vupen.com/english/advisories/2008/1630/references
http://secunia.com/advisories/30230
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#463011 - ssh: unprivileged users may hijack forwarded X connections by listening on port 6010 - Debian Bug report logs CONFIRM

OpenSSH: Privilege escalation — Gentoo Linux Documentation GENTOO
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2010-03-19 Mark J Cox All openssh versions shipped in Red Hat Enterprise Linux 5 include the patch for this issue. This issue was fixed in Red Hat Enterprise Linux 4 via: https://rhn.redhat.com/errata/RHSA-2005-527.html Red Hat Enterprise Linux 3 is affected by this issue. The Red Hat Security Response Team has rated this issue as having low security impact. https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2008-1483

There are currently no legacy QID mappings associated with this CVE.
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