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CVE CVE-2008-1502
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-25 19:44:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description The _bad_protocol_once function in phpgwapi/inc/class.kses.inc.php in KSES, as used in eGroupWare before 1.4.003, Mo«

/ |

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-79 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:N/I:P/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Egroupware Egroupware 1.0 All All All
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Application Moodle Moodle 1.7.5 All All All
Application Moodle Moodle 1.7.6 All All All
Application Moodle Moodle 1.8.1 All All All
Application Moodle Moodle 1.8.2 All All All
Application Moodle Moodle 1.8.3 All All All
Application Moodle Moodle All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Fedora update for moodle - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a8a-2127-422b-91ae-&
Moodle KSES HTML Filter Bypass Vulnerability - Advisories - Secunia af854a3a-2127-422b-91ae-&
USN-658-1: Moodle vulnerability | Ubuntu security notices af854a3a-2127-422b-91ae-&
SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-&
oss-security - Re: CVE request: moodle xss in < 1.8.5 af854a8a-2127-422b-91ae-<

eGroupWare HTML Filter Bypass Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com  af854a3a-2127-422b-91ae-¢

Debian -- Security Information -- DSA-1691-1 moodle af854a3a-2127-422b-91ae-&
Ubuntu update for moodle - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-&
[security-announce] SUSE Security Summary Report SUSE-SR:2008:015 af854a3a-2127-422b-91ae-&
Gentoo update for egroupware - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-&
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854al3a-2127-422b-91ae-&

Moodle KSES HTML Filter Bypass Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-&

www.egroupware.org/viewvc/branches/1.4/phpgwapi/inc/class.kses.inc.php af854al3a-2127-422b-91ae-&
Ubuntu update for moodle - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-&
eGroupWare: Multiple vulnerabilities — Gentoo Linux Documentation af854al3a-2127-422b-91ae-&
IBM X-Force Exchange af854a8a-2127-422b-91ae-&
Latest release notes - MoodleDocs af854a3a-2127-422b-91ae-¢
Debian -- Security Information -- DSA-1871-1 wordpress af854a3a-2127-422b-91ae-&
[SECURITY] Fedora 8 Update: moodle-1.8.5-1.fc8 af854a3a-2127-422b-91ae-&
RETIRED: eGroupWare '_bad_protocol_once()' HTML Security Bypass Vulnerability af854a3a-2127-422b-91ae-&
egroupware.org: ChangelLog EPL/CE 14.1 af854a3a-2127-422b-91ae-&
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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https://usn.ubuntu.com/658-1/
http://secunia.com/advisories/31167
http://www.openwall.com/lists/oss-security/2008/07/08/14
http://secunia.com/advisories/29491
http://www.debian.org/security/2008/dsa-1691
http://secunia.com/advisories/32400
http://lists.opensuse.org/opensuse-security-announce/2008-07/msg00006.html
http://secunia.com/advisories/30073
http://www.vupen.com/english/advisories/2008/0989/references
http://secunia.com/advisories/30986
http://www.egroupware.org/viewvc/branches/1.4/phpgwapi/inc/class.kses.inc.php?r1=23625&r2=25110&pathrev=25110
http://secunia.com/advisories/32446
http://www.gentoo.org/security/en/glsa/glsa-200805-04.xml
https://exchange.xforce.ibmcloud.com/vulnerabilities/41435
http://docs.moodle.org/en/Release_Notes#Moodle_1.8.5
http://www.debian.org/security/2009/dsa-1871
https://www.redhat.com/archives/fedora-package-announce/2008-July/msg00331.html
http://www.securityfocus.com/bid/28424
http://www.egroupware.org/changelog
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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