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CVE CVE-2008-1552
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-31 17:44:00 UTC
Updated 2018-10-11 20:35:00 UTC
Description The silc_pkes1_decode function in the silccrypt library (silcpkes1.c) in Secure Internet Live Conferencing (SILC) Toolkit beft
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Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Redhat Fedora 7 All All All
Operating System Redhat Fedora 8 All All All
Operating System Redhat Fedora 7 All All All
Operating System Redhat Fedora 8 All All All
Application Silc Silc All All All All
Application Silc Silc All All All All
Application Silc Silc Client All All All All
Application Silc Silc Server All All All All
Application Silc Silc Toolkit All All All All
References
Reference

SUSE Updates for Multiple Packages - Advisories - Secunia

Fedora update for libsilc - Advisories - Secunia

SecurityFocus

SecurityTracker.com Archives - Secure Internet Live Conferencing (SILC) Buffer Overflow in Processing PKCS Data Lets Remote Users Exec

[SECURITY] Fedora 8 Update: libsilc-1.0.2-6.fc8
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[security-announce] SUSE Security Summary Report SUSE-SR:2008:08
Support / Security / Advisories / / MDVSA-2008:158 | Mandriva

SILC: Multiple vulnerabilities — Gentoo Linux Documentation

SILC Secure Internet Live Conferencing

SILC Secure Internet Live Conferencing

SILC Client and Server Key Negotiation Protocol Remote Buffer Overflow Vulnerability
IBM X-Force Exchange

SILC "silc_pkcs1_decode" Integer Overflow Vulnerability - Advisories - Secunia
[SECURITY] Fedora 7 Update: libsilc-1.0.2-6.fc7

Core Security Technologies

SILC Secure Internet Live Conferencing

Gentoo update for silc - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
SecurityReason - SILC pkcs_decode buffer overflow
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-04-23 Joshua Bressers Red Hat does not consider this issue to be a security flaw as SILC is not used in a vulnerabl
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There are currently no legacy QID mappings associated with this CVE.
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