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CVE CVE-2008-1562
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-31 22:44:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description The LDAP dissector in Wireshark (formerly Ethereal) 0.99.2 through 0.99.8 allows remote attackers to cause a denial of set

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: CWE-20 | NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:N/I:N/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wireshark Wireshark 0.99.2 All All All


https://cve.report/
https://cve.report/CVE-2008-1562/mitre
https://cve.report/CVE-2008-1562/nist
https://cve.report/CVE-2008-1562/cve_org
https://cve.report/api/cve/CVE-2008-1562.json
https://cve.report/CVE-2008-1562.pdf
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark

Application Wireshark Wireshark 0.99.3 All All
Application Wireshark Wireshark 0.99.4 All All
Application Wireshark Wireshark 0.99.5 All All
Application Wireshark Wireshark 0.99.6 All All
Application Wireshark Wireshark 0.99.7 All All
Application Wireshark Wireshark 0.99.8 All All

Vendor Declared Affected Products

All

All

All

All

All

All

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference
Red Hat update for wireshark - Advisories - Community
[SECURITY] Fedora 8 Update: wireshark-1.0.0-1.fc8

Wireshark 0.99.8 Multiple Denial of Service Vulnerabilities

Fedora update for wireshark - Secunia Advisories - Vulnerability Intelligence - Secunia.com
ASA-2008-392 (RHSA-2008-0890)

Support

[SECURITY] Fedora 7 Update: wireshark-1.0.0-1.fc7

Repository / Oval Repository

[security-announce] SUSE Security Summary Report SUSE-SR:2008:08

Gentoo update for wireshark - Advisories - Secunia

Wireshark: wnpa-sec-2008-02

SUSE Updates for Multiple Packages - Advisories - Secunia

Security Tracker: Wireshark X.509sat/Roofnet/LDAP/SCCP Dissector Bugs Let Remote Users Deny Service
rPath update for wireshark - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM X-Force Exchange

issues.rpath.com/browse/RPL-2418

Advisories:rPSA-2008-0138 - rPath Wiki

SecurityFocus

Repository / Oval Repository

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Wireshark: Denial of Service — Gentoo Linux Documentation
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Wireshark Multiple Denial of Service Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
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http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/32091
https://www.redhat.com/archives/fedora-package-announce/2008-April/msg00228.html
http://www.securityfocus.com/bid/28485
http://secunia.com/advisories/29569
http://secunia.com/advisories/29736
http://support.avaya.com/elmodocs2/security/ASA-2008-392.htm
http://www.redhat.com/support/errata/RHSA-2008-0890.html
https://www.redhat.com/archives/fedora-package-announce/2008-April/msg00140.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A14549
http://lists.opensuse.org/opensuse-security-announce/2008-04/msg00005.html
http://secunia.com/advisories/29971
http://www.wireshark.org/security/wnpa-sec-2008-02.html
http://secunia.com/advisories/29622
http://www.securitytracker.com/id?1019728
http://secunia.com/advisories/29695
http://www.vupen.com/english/advisories/2008/2773
https://exchange.xforce.ibmcloud.com/vulnerabilities/41516
https://issues.rpath.com/browse/RPL-2418
http://wiki.rpath.com/wiki/Advisories:rPSA-2008-0138
http://www.securityfocus.com/archive/1/490487/100/0/threaded
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9318
http://www.vupen.com/english/advisories/2008/1007/references
http://www.gentoo.org/security/en/glsa/glsa-200805-05.xml
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-10-17 Mark J Cox  The affected version of Wireshark as shipped in Red Hat Enterprise Linux 3, 4, and 5 were fixed

/]

There are currently no legacy QID mappings associated with this CVE.
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