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Summary

CVE CVE-2008-1596

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-31 23:44:00 UTC

Updated 2011-03-08 03:07:00 UTC

Description Trusted Execution in IBM AIX 6.1 uses an incorrect pathname argument in a call to the trustchk_block_write function, which might allow local users to modify trusted files, related to missing checks in the TSD_FILES_LOCK policy for modifications performed via hard links, a different vulnerability than CVE-2007-6680.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Ibm Aix 5.2 All All All

Operating System Ibm Aix 5.3 All All All

Operating System Ibm Aix 6.1 All All All

Operating System Ibm Aix 5.2 All All All

Operating System Ibm Aix 5.3 All All All

Operating System Ibm Aix 6.1 All All All

References

Reference Source

IBM AIX Kernel Security Advisory 2008.03.26 Multiple Vulnerabilities BID

www14.software.ibm.com/webapp/set2/subscriptions/pqvcmjd CONFIRM

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

IBM notice: The page you requested cannot be displayed AIXAPAR

www14.software.ibm.com/webapp/set2/subscriptions/pqvcmjd CONFIRM

www14.software.ibm.com/webapp/set2/subscriptions/pqvcmjd CONFIRM

SecurityTracker.com Archives - IBM AIX Kernel Bugs Let Local Users Execute Arbitrary Code, Access Data, and Deny Service SECTRACK
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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