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CVE CVE-2008-1601
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-03-31 23:44:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Stack-based buffer overflow in the reboot program on IBM AIX 5.2 and 5.3 allows local users in the shutdown group to gain

/ ]

Risk And Classification

Primary CVSS: v2.0 7.2 from nvd@nist.gov
AV:L/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

Complete

ntegrity

Complete

\vailability

Complete

AV:L/AC:L/Au:N/C:C/I:C/A:C

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Ibm Aix 5.2 All All All


https://cve.report/
https://cve.report/CVE-2008-1601/mitre
https://cve.report/CVE-2008-1601/nist
https://cve.report/CVE-2008-1601/cve_org
https://cve.report/api/cve/CVE-2008-1601.json
https://cve.report/CVE-2008-1601.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/aix

Operating System Ibm Aix 5.3 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
SecurityTracker.com Archives - IBM AIX Buffer Overflow in 'reboot' Command Lets Local Users Execute Arbitrary Code  af854a3a-2127-42z
IBM notice: The page you requested cannot be displayed af854a3a-2127-422
IBM AIX "reboot" Buffer Overflow Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-42¢2
www14.software.ibm.com/webapp/set2/subscriptions/pgvemijd af854a3a-2127-422
IBM notice: The page you requested cannot be displayed af854a3a-2127-422
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422
www14.software.ibm.com/webapp/set2/subscriptions/pgvemjd af854a3a-2127-422
www14.software.ibm.com/webapp/set2/subscriptions/pgvemijd af854a3a-2127-422
Repository / Oval Repository af854a3a-2127-422
CVE Program record CVE.ORG

NVD vulnerability detail NVD

< e ]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/vendor/ibm
http://cve.report/software/ibm/aix
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://securitytracker.com/id?1019602
http://www.ibm.com/support/docview.wss?uid=isg1IZ15480
http://secunia.com/advisories/29347
http://www14.software.ibm.com/webapp/set2/subscriptions/pqvcmjd?mode=18&ID=4162
http://www.ibm.com/support/docview.wss?uid=isg1IZ15479
http://www.vupen.com/english/advisories/2008/0865
http://www14.software.ibm.com/webapp/set2/subscriptions/pqvcmjd?mode=18&ID=4164
http://www14.software.ibm.com/webapp/set2/subscriptions/pqvcmjd?mode=18&ID=4163
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A5497
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https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2008-1601
	Summary
	Risk And Classification
	CVSS v2.0 Breakdown

	NVD Known Affected Configurations (CPE 2.3)
	Vendor Declared Affected Products
	References


