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Summary

CVE CVE-2008-1637

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-02 17:44:00 UTC

Updated 2018-10-11 20:35:00 UTC

Description PowerDNS Recursor before 3.1.5 uses insufficient randomness to calculate (1) TRXID values and (2) UDP source port numbers, which makes it easier for remote attackers to poison a DNS cache, related to (a) algorithmic deficiencies in rand and random functions in external libraries, (b) use of a 32-bit seed value, and (c) choice of the time of day as the sole seeding information.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Powerdns Recursor All All All All

References

Reference Source

[SECURITY] Fedora 7 Update: pdns-recursor-3.1.5-1.fc7 FEDORA

Fedora update for pdns-recursor - Advisories - Secunia SECUNIA

PowerDNS Remote Cache Poisoning Vulnerability BID

SecurityFocus BUGTRAQ

PowerDNS Security Advisory 2008-01: System random generator can be predicted, leading to the potential to 'spoof' PowerDNS Recursor CONFIRM

IBM X-Force Exchange XF

PowerDNS Recursor DNS Cache Poisoning | Trusteer MISC

PowerDNS Recursor: DNS Cache Poisoning — Gentoo Linux Documentation GENTOO

PowerDNS Recursor DNS Cache Poisoning Vulnerability - Advisories - Secunia SECUNIA

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Debian update for pdns-recursor - Advisories - Secunia SECUNIA

[security-announce] SUSE Security Summary Report SUSE-SR:2008:012 SUSE

Gentoo update for pdns-recursor - Advisories - Secunia SECUNIA
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3. Release notes CONFIRM

[SECURITY] Fedora 8 Update: pdns-recursor-3.1.5-1.fc8 FEDORA

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Debian -- Security Information -- DSA-1544-1 pdns-recursor DEBIAN

IBM Security Trusteer Fraud Protection Software | IBM MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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