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CVE CVE-2008-1637
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-02 17:44:00 UTC
Updated 2018-10-11 20:35:00 UTC
Description PowerDNS Recursor before 3.1.5 uses insufficient randomness to calculate (1) TRXID values and (2) UDP source port nun

/ |

1|

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Powerdns Recursor All All All All
Reference :

[SECURITY] Fedora 7 Update: pdns-recursor-3.1.5-1.fc7

Fedora update for pdns-recursor - Advisories - Secunia !
PowerDNS Remote Cache Poisoning Vulnerability |
SecurityFocus |
PowerDNS Security Advisory 2008-01: System random generator can be predicted, leading to the potential to 'spoof' PowerDNS Recursor |
IBM X-Force Exchange

PowerDNS Recursor DNS Cache Poisoning | Trusteer |
PowerDNS Recursor: DNS Cache Poisoning — Gentoo Linux Documentation (
PowerDNS Recursor DNS Cache Poisoning Vulnerability - Advisories - Secunia '
SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com !
Debian update for pdns-recursor - Advisories - Secunia '
[security-announce] SUSE Security Summary Report SUSE-SR:2008:012 !

Gentoo update for pdns-recursor - Advisories - Secunia '



https://cve.report/
https://cve.report/CVE-2008-1637/mitre
https://cve.report/CVE-2008-1637/nist
https://cve.report/CVE-2008-1637/cve_org
https://cve.report/api/cve/CVE-2008-1637.json
https://cve.report/CVE-2008-1637.pdf
http://cve.report/vendor/powerdns
http://cve.report/software/powerdns/recursor
https://www.redhat.com/archives/fedora-package-announce/2008-April/msg00198.html
http://secunia.com/advisories/29737
http://www.securityfocus.com/bid/28517
http://www.securityfocus.com/archive/1/490330/100/0/threaded
http://doc.powerdns.com/powerdns-advisory-2008-01.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/41534
http://www.trusteer.com/docs/powerdnsrecursor.html
http://security.gentoo.org/glsa/glsa-200804-22.xml
http://secunia.com/advisories/29584
http://secunia.com/advisories/30581
http://secunia.com/advisories/29764
http://lists.opensuse.org/opensuse-security-announce/2008-06/msg00001.html
http://secunia.com/advisories/29830

3. Release notes (
[SECURITY] Fedora 8 Update: pdns-recursor-3.1.5-1.fc8
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH '
Debian -- Security Information -- DSA-1544-1 pdns-recursor
IBM Security Trusteer Fraud Protection Software | IBM
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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