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Summary

CVE CVE-2008-1648

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-02 17:44:00 UTC

Updated 2017-08-08 01:30:00 UTC

Description Sympa before 5.4 allows remote attackers to cause a denial of service (daemon crash) via an e-mail message with a malformed value of the Content-Type header and unspecified other headers. 

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sympa Sympa 0.001 All All All

Application Sympa Sympa 0.002 All All All

Application Sympa Sympa 0.003 All All All

Application Sympa Sympa 0.004 All All All

Application Sympa Sympa 0.005 All All All

Application Sympa Sympa 0.006 All All All

Application Sympa Sympa 0.007 All All All

Application Sympa Sympa 0.008 All All All

Application Sympa Sympa 0.009 All All All

Application Sympa Sympa 0.010 All All All

Application Sympa Sympa 0.011 All All All

Application Sympa Sympa 1.2.0 All All All

Application Sympa Sympa 1.2.1 All All All

Application Sympa Sympa 1.2.2 All All All

Application Sympa Sympa 1.3.0 All All All

Application Sympa Sympa 1.3.1 All All All

Application Sympa Sympa 1.3.1-2 All All All
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Application Sympa Sympa 1.3.1-2 All All All

Application Sympa Sympa 1.3.2 All All All

Application Sympa Sympa 1.3.3 All All All

Application Sympa Sympa 1.3.4 All All All

Application Sympa Sympa 1.3.4-1 All All All

Application Sympa Sympa 1.4.0 All All All

Application Sympa Sympa 1.4.2 All All All

Application Sympa Sympa 1.4.2-1 All All All

Application Sympa Sympa 1.5 All All All

Application Sympa Sympa 2.2.1b All All All

Application Sympa Sympa 2.2.2b All All All

Application Sympa Sympa 2.2.3b All All All

Application Sympa Sympa 2.2.4 All All All

Application Sympa Sympa 2.2.5 All All All

Application Sympa Sympa 2.2.6 All All All

Application Sympa Sympa 2.2.7 All All All

Application Sympa Sympa 2.2b All All All

Application Sympa Sympa 2.3.0 All All All

Application Sympa Sympa 2.3.1 All All All

Application Sympa Sympa 2.3.2 All All All

Application Sympa Sympa 2.3.3 All All All

Application Sympa Sympa 2.3.4 All All All

Application Sympa Sympa 2.3beta All All All

Application Sympa Sympa 2.4 All All All

Application Sympa Sympa 2.5 All All All

Application Sympa Sympa 2.5.1 All All All

Application Sympa Sympa 2.5.2 All All All

Application Sympa Sympa 2.5.3b All All All

Application Sympa Sympa 2.5.4b All All All

Application Sympa Sympa 2.6 All All All

Application Sympa Sympa 2.6.1 All All All

Application Sympa Sympa 2.7 All All All

Application Sympa Sympa 2.7.1 All All All

Application Sympa Sympa 2.7.2 All All All

Application Sympa Sympa 2.7.3 All All All

Application Sympa Sympa 2.7a All All All
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Application Sympa Sympa 2.7b.1 All All All

Application Sympa Sympa 2.7b.2 All All All

Application Sympa Sympa 2.7b.3 All All All

Application Sympa Sympa 3.0 All All All

Application Sympa Sympa 3.0a All All All

Application Sympa Sympa 3.0a.1 All All All

Application Sympa Sympa 3.0b.4 All All All

Application Sympa Sympa 3.0b.8 All All All

Application Sympa Sympa 3.0b.9 All All All

Application Sympa Sympa 3.1 All All All

Application Sympa Sympa 3.1.1 All All All

Application Sympa Sympa 3.1b.10 All All All

Application Sympa Sympa 3.1b.12 All All All

Application Sympa Sympa 3.1b.13 All All All

Application Sympa Sympa 3.1b.7 All All All

Application Sympa Sympa 3.1b.8 All All All

Application Sympa Sympa 3.1b.9 All All All

Application Sympa Sympa 3.2 All All All

Application Sympa Sympa 3.2.1 All All All

Application Sympa Sympa 3.2.2a All All All

Application Sympa Sympa 3.3 All All All

Application Sympa Sympa 3.3.1 All All All

Application Sympa Sympa 3.3.3 All All All

Application Sympa Sympa 3.3.4b.3 All All All

Application Sympa Sympa 3.3.4b.4 All All All

Application Sympa Sympa 3.3.4b.5 All All All

Application Sympa Sympa 3.3.4b.6 All All All

Application Sympa Sympa 3.3.4b.7 All All All

Application Sympa Sympa 3.3.4b.8 All All All

Application Sympa Sympa 3.3.4b.9 All All All

Application Sympa Sympa 3.3.5 All All All

Application Sympa Sympa 3.3.6b.2 All All All

Application Sympa Sympa 3.3.6b.3 All All All

Application Sympa Sympa 3.3.6b.4 All All All

Application Sympa Sympa 3.3.6b.5 All All All

Application Sympa Sympa 3.3.6b.6 All All All
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Application Sympa Sympa 3.3.6b.6 All All All

Application Sympa Sympa 3.3a-vhost.10 All All All

Application Sympa Sympa 3.3b.3 All All All

Application Sympa Sympa 3.3b.4 All All All

Application Sympa Sympa 3.4 All All All

Application Sympa Sympa 4.0 All All All

Application Sympa Sympa 4.0.a1 All All All

Application Sympa Sympa 4.0.a3 All All All

Application Sympa Sympa 4.0.a4 All All All

Application Sympa Sympa 4.0.a5 All All All

Application Sympa Sympa 4.0.a6 All All All

Application Sympa Sympa 4.0.a7 All All All

Application Sympa Sympa 4.0.a8 All All All

Application Sympa Sympa 4.0.a9 All All All

Application Sympa Sympa 4.0.b1 All All All

Application Sympa Sympa 4.0.b2 All All All

Application Sympa Sympa 4.0.b3 All All All

Application Sympa Sympa 4.1 All All All

Application Sympa Sympa 4.2b.1 All All All

Application Sympa Sympa 4.2b.3 All All All

Application Sympa Sympa 5.0 All All All

Application Sympa Sympa 5.0a All All All

Application Sympa Sympa 5.0a.1 All All All

Application Sympa Sympa 5.0b All All All

Application Sympa Sympa 5.0b.1 All All All

Application Sympa Sympa 5.1 All All All

Application Sympa Sympa 5.1.2 All All All

Application Sympa Sympa 5.2 All All All

Application Sympa Sympa 5.2b All All All

Application Sympa Sympa 5.2b2 All All All

Application Sympa Sympa 5.3 All All All

Application Sympa Sympa 5.3.2 All All All

Application Sympa Sympa 5.3a.10 All All All

Application Sympa Sympa 5.3a.8 All All All

Application Sympa Sympa 5.3a.9 All All All

Application Sympa Sympa 5.3b.1 All All All
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Application Sympa Sympa 5.3b.3 All All All

Application Sympa Sympa 5.3b.4 All All All

Application Sympa Sympa 5.3b.5 All All All

Application Sympa Sympa 5.4a.2 All All All

Application Sympa Sympa 5.4a.4 All All All

Application Sympa Sympa 5.4b.1 All All All

Application Sympa Sympa 0.001 All All All

Application Sympa Sympa 0.002 All All All

Application Sympa Sympa 0.003 All All All

Application Sympa Sympa 0.004 All All All

Application Sympa Sympa 0.005 All All All

Application Sympa Sympa 0.006 All All All

Application Sympa Sympa 0.007 All All All

Application Sympa Sympa 0.008 All All All

Application Sympa Sympa 0.009 All All All

Application Sympa Sympa 0.010 All All All

Application Sympa Sympa 0.011 All All All

Application Sympa Sympa 1.2.0 All All All

Application Sympa Sympa 1.2.1 All All All

Application Sympa Sympa 1.2.2 All All All

Application Sympa Sympa 1.3.0 All All All

Application Sympa Sympa 1.3.1 All All All

Application Sympa Sympa 1.3.1-2 All All All

Application Sympa Sympa 1.3.2 All All All

Application Sympa Sympa 1.3.3 All All All

Application Sympa Sympa 1.3.4 All All All

Application Sympa Sympa 1.3.4-1 All All All

Application Sympa Sympa 1.4.0 All All All

Application Sympa Sympa 1.4.2 All All All

Application Sympa Sympa 1.4.2-1 All All All

Application Sympa Sympa 1.5 All All All

Application Sympa Sympa 2.2.1b All All All

Application Sympa Sympa 2.2.2b All All All

Application Sympa Sympa 2.2.3b All All All

Application Sympa Sympa 2.2.4 All All All
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Application Sympa Sympa 2.2.5 All All All

Application Sympa Sympa 2.2.6 All All All

Application Sympa Sympa 2.2.7 All All All

Application Sympa Sympa 2.2b All All All

Application Sympa Sympa 2.3.0 All All All

Application Sympa Sympa 2.3.1 All All All

Application Sympa Sympa 2.3.2 All All All

Application Sympa Sympa 2.3.3 All All All

Application Sympa Sympa 2.3.4 All All All

Application Sympa Sympa 2.3beta All All All

Application Sympa Sympa 2.4 All All All

Application Sympa Sympa 2.5 All All All

Application Sympa Sympa 2.5.1 All All All

Application Sympa Sympa 2.5.2 All All All

Application Sympa Sympa 2.5.3b All All All

Application Sympa Sympa 2.5.4b All All All

Application Sympa Sympa 2.6 All All All

Application Sympa Sympa 2.6.1 All All All

Application Sympa Sympa 2.7 All All All

Application Sympa Sympa 2.7.1 All All All

Application Sympa Sympa 2.7.2 All All All

Application Sympa Sympa 2.7.3 All All All

Application Sympa Sympa 2.7a All All All

Application Sympa Sympa 2.7b.1 All All All

Application Sympa Sympa 2.7b.2 All All All

Application Sympa Sympa 2.7b.3 All All All

Application Sympa Sympa 3.0 All All All

Application Sympa Sympa 3.0a All All All

Application Sympa Sympa 3.0a.1 All All All

Application Sympa Sympa 3.0b.4 All All All

Application Sympa Sympa 3.0b.8 All All All

Application Sympa Sympa 3.0b.9 All All All

Application Sympa Sympa 3.1 All All All

Application Sympa Sympa 3.1.1 All All All

Application Sympa Sympa 3.1b.10 All All All

Application Sympa Sympa 3.1b.12 All All All
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Application Sympa Sympa 3.3b.4 All All All
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Application Sympa Sympa 4.0.a9 All All All

Application Sympa Sympa 4.0.b1 All All All

Application Sympa Sympa 4.0.b2 All All All

Application Sympa Sympa 4.0.b3 All All All

Application Sympa Sympa 4.1 All All All

Application Sympa Sympa 4.2b.1 All All All

Application Sympa Sympa 4.2b.3 All All All

Application Sympa Sympa 5.0 All All All

Application Sympa Sympa 5.0a All All All

Application Sympa Sympa 5.0a.1 All All All

Application Sympa Sympa 5.0b All All All

Application Sympa Sympa 5.0b.1 All All All

Application Sympa Sympa 5.1 All All All

Application Sympa Sympa 5.1.2 All All All

Application Sympa Sympa 5.2 All All All

Application Sympa Sympa 5.2b All All All

Application Sympa Sympa 5.2b2 All All All

Application Sympa Sympa 5.3 All All All

Application Sympa Sympa 5.3.2 All All All

Application Sympa Sympa 5.3a.10 All All All

Application Sympa Sympa 5.3a.8 All All All

Application Sympa Sympa 5.3a.9 All All All

Application Sympa Sympa 5.3b.1 All All All

Application Sympa Sympa 5.3b.3 All All All

Application Sympa Sympa 5.3b.4 All All All

Application Sympa Sympa 5.3b.5 All All All

Application Sympa Sympa 5.4a.2 All All All

Application Sympa Sympa 5.4a.4 All All All

Application Sympa Sympa 5.4b.1 All All All
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