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Summary

CVE CVE-2008-1654

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-02 18:44:00 UTC

Updated 2017-09-29 01:30:00 UTC

Description Interaction error between Adobe Flash and multiple Universal Plug and Play (UPnP) services allow remote attackers to perform Cross-Site Request Forgery (CSRF) style attacks by using the Flash navigateToURL function to send a SOAP message to a UPnP control point, as demonstrated by changing the primary DNS server.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Flash Player All All All All

Application Adobe Flash Player All All All All

References

Reference Source

US-CERT Vulnerability Note VU#347812 CERT-VN

Bugtraq: Hacking The Interwebs BUGTRAQ

IBM X-Force Exchange XF

[security-announce] SUSE Security Announcement: flash-player (SUSE-SA:20 SUSE

Adobe - Security Advisories : APSB08-11: Flash Player update available to address security vulnerabilities CONFIRM

Adobe Flash Player: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Adobe Flash Player Cross-Domain Policy Bug Lets Remote Users Conduct Cross-Site Request Forgery Attacks - SecurityTracker SECTRACK

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Adobe Flash Player Arbitrary Cross Domain HTTP Request Headers Security Vulnerability BID

SUSE update for flash-player - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Sun Solaris update for Adobe Flash Player - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
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http://www.securitytracker.com/id?1019807
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http://www.securityfocus.com/bid/28696
http://secunia.com/advisories/29763
http://secunia.com/advisories/30507


238305 SUNALERT

rhn.redhat.com | Red Hat Support REDHAT

Gentoo update for netscape-flash - Advisories - Secunia SECUNIA

Full Disclosure: Hacking The Interwebs FULLDISC

US-CERT Technical Cyber Security Alert TA08-150A -- Apple Updates for Multiple Vulnerabilities CERT

Hacking The Interwebs | GNUCITIZEN MISC

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

US-CERT Technical Cyber Security Alert TA08-100A -- Adobe Flash Updates for Multiple Vulnerabilities CERT

Repository / Oval Repository OVAL

APPLE-SA-2008-05-28 Security Update 2008-003 and Mac OS X v10.5.3 APPLE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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