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Summary

CVE CVE-2008-1658

State PUBLIC

Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-11 10:05:00 UTC

Updated 2023-11-07 02:02:00 UTC

Description Format string vulnerability in the grant helper (polkit-grant-helper.c) in PolicyKit 0.7 and earlier allows attackers to cause a denial of service (crash) and possibly execute arbitrary code via format strings in a password.

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freedesktop Policykit 0.6 All All All

Application Freedesktop Policykit All All All All

Application Freedesktop Policykit 0.6 All All All

References

Reference Source Link

Fedora update for PolicyKit - Advisories - Secunia SECUNIA secunia.com

PolicyKit - Toolkit for controlling privileges for system-wide services CONFIRM gitweb.freedesktop.org

Support / Security / Advisories / / MDVSA-2008:087 | Mandriva MANDRIVA www.mandriva.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

15295 – format string vulnerability in password input CONFIRM bugs.freedesktop.org

PolicyKit - Toolkit for controlling privileges for system-wide services gitweb.freedesktop.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

[SECURITY] Fedora 8 Update: PolicyKit-0.6-2.fc8 FEDORA www.redhat.com

PolicyKit Grant Helper Password Handling Local Format String Vulnerability BID www.securityfocus.com

Bug #205037 “policykit or policykit-gnome do not work with passw...” : Bugs : policykit package : Ubuntu CONFIRM bugs.launchpad.net

CVE Program record CVE.ORG www.cve.org
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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