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CVE CVE-2008-1677
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-05-12 16:20:00 UTC
Updated 2022-02-03 19:56:00 UTC
Description Buffer overflow in the regular expression handler in Red Hat Directory Server 8.0 and 7.1 before SP6 allows remote attacke
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Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Directory Server 71 sp1l All All
Application Redhat Directory Server 71 sp2 All All
Application Redhat Directory Server 71 sp3 All All
Application Redhat Directory Server 71 sp4 All All
Application Redhat Directory Server 71 sp5 All All
Application Redhat Directory Server 8.0 All All All
Application Redhat Directory Server 71 sp1 All All
Application Redhat Directory Server 71 sp2 All All
Application Redhat Directory Server 71 sp3 All All
Application Redhat Directory Server 71 sp4 All All
Application Redhat Directory Server 71 sp5 All All
Application Redhat Directory Server 8.0 All All All
Application Redhat Fedora Directory Server 1.1 All All All
Application Red Hat Fedora Directory Server 1.1 All All All
Application Red Hat Fedora Directory Server 1.1 All All All
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Reference Source Lil

Fedora Directory Server Regular Expression Handler Buffer Overflow - Advisories - Secunia SECUNIA se
444712 — (CVE-2008-1677) CVE-2008-1677 Directory Server: insufficient buffer size for search patterns MISC bu
Red Hat Directory Server LDAP Query Patterns Buffer Overflow Vulnerability BID wv
Support REDHAT wv

Red Hat Directory Server Buffer Overflow in Regex Handler Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK wv

Red Hat Directory Server Regular Expression Handler Buffer Overflow - Advisories - Secunia SECUNIA se
Support REDHAT wv
IBM X-Force Exchange XF ex
CVE Program record CVE.ORG wv
NVD vulnerability detail NVD nv
(| | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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