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Summary

CVE CVE-2008-1678

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-10 17:41:00 UTC

Updated 2023-02-13 02:18:00 UTC

Description Memory leak in the zlib_stateful_init function in crypto/comp/c_zlib.c in libssl in OpenSSL 0.9.8f through 0.9.8h allows remote attackers to cause a denial of service (memory consumption) via multiple calls, as demonstrated by initial SSL client handshakes to the Apache HTTP Server mod_ssl that specify a compression algorithm.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openssl Openssl 0.9.8f All All All

Application Openssl Openssl 0.9.8g All All All

Application Openssl Openssl 0.9.8h All All All

Application Openssl Openssl 0.9.8f All All All

Application Openssl Openssl 0.9.8g All All All

Application Openssl Openssl 0.9.8h All All All

References

Reference Source

kb.bluecoat.com/index CONFIRM

IBM X-Force Exchange XF

About Secunia Research | Flexera SECUNIA

'possible memory leak in zlib compression' - MARC MLIST

Support REDHAT

Gentoo Bug 222643 - www-servers/apache <2.2.8-r3 memory leak with mod_ssl and zlib compression (CVE-2008-1678) CONFIRM

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
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RETIRED: Apple Mac OS X 2008-007 Multiple Security Vulnerabilities BID

About Secunia Research | Flexera SECUNIA

Bug #186339 “Memory leak libapache2-mod-auth-pgsql” : Bugs : “libapache2-mod-auth-pgsql” package : Ubuntu CONFIRM

Bug 447268 – CVE-2008-1678 httpd: mod_ssl per-connection memory leak for connections with zlib compression CONFIRM

About Security Update 2008-007 CONFIRM

Apache: Denial of Service — Gentoo Linux Documentation GENTOO

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Bug 44975 – memory leak with mod_ssl and zlib compression CONFIRM

Slackware update for openssl - Advisories - Community SECUNIA

OpenSSL 'zlib' Compression Memory Leak Remote Denial of Service Vulnerability BID

Red Hat update for httpd - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

APPLE-SA-2008-10-09 Security Update 2008-007 APPLE

Support / Security / Advisories / / MDVSA-2009:124 | Mandriva MANDRIVA

The Slackware Linux Project: Slackware Security Advisories SLACKWARE

possible memory leak in zlib compression - SecurityReason.com SREASON

Security Alerts - Secunia SECUNIA

[security-announce] SUSE Security Summary Report: SUSE-SR:2008:024 SUSE

USN-731-1: Apache vulnerabilities | Ubuntu UBUNTU

Bug #224945 “[SRU] memory leaks in apache2 when running mod_ssl” : Bugs : apache2 package : Ubuntu CONFIRM

Repository / Oval Repository OVAL

Red Hat Customer Portal MISC

CVE-2008-1678 - Red Hat Customer Portal MISC

[SECURITY] Fedora 9 Update: httpd-2.2.9-1.fc9 FEDORA

Gentoo update for apache - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

[Apache-SVN] Revision 654119 CONFIRM

Fedora update for httpd - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-05-28 Mark J Cox Not vulnerable. This issue did not affect the versions of mod_ssl or httpd as shipped with Red Hat Enterprise Linux 2.1, 3, 4, and 5 prior to 5.3. In Red Hat Enterprise Linux 5.3, OpenSSL packages were rebased to upstream version 0.9.8e via RHBA-2009:0181 (https://rhn.redhat.com/errata/RHBA-2009-0181.html), introducing this problem in Red Hat Enterprise Linux 5. Updated httpd packages were released via: https://rhn.redhat.com/errata/RHSA-2009-1075.html

There are currently no legacy QID mappings associated with this CVE.
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