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vediff in Emacs 20.7 to 22.1.50, when used with SCCS, allows local users to overwrite arbitrary files via a symlink attack on

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Gnu Emacs 20.7 All All All
Gnu Emacs 21.1 All All All
Gnu Emacs 21.2 All All All
Gnu Emacs 21.3 All All All
Gnu Emacs 21.4 All All All
Gnu Emacs 20.7 All All All
Gnu Emacs 21.1 All All All
Gnu Emacs 21.2 All All All
Gnu Emacs 21.3 All All All
Gnu Emacs 21.4 All All All
Gnu Sccs All All All All
Gnu Sccs All All All All
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XEmacs vcdiff Insecure Temporary Files - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibm
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-05-01 Joshua Bressers Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.
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There are currently no legacy QID mappings associated with this CVE.
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