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Summary

CVE CVE-2008-1742

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-05-16 12:54:00 UTC

Updated 2017-08-08 01:30:00 UTC

Description Memory leak in the Certificate Trust List (CTL) Provider service in Cisco Unified Communications Manager (CUCM) 5.x before 5.1(3) allows remote attackers to cause a denial of service (memory consumption and service interruption) via a series of malformed TCP packets, as demonstrated by TCPFUZZ, aka Bug ID CSCsj80609.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Unified Communications Manager 4.1 All All All

Application Cisco Unified Communications Manager 4.2 All All All

Application Cisco Unified Communications Manager 4.3 All All All

Application Cisco Unified Communications Manager 5.1 (1) All All

Application Cisco Unified Communications Manager 5.1 (2) All All

Application Cisco Unified Communications Manager 5.1 (2a) All All

Application Cisco Unified Communications Manager 5.1 (2b) All All

Application Cisco Unified Communications Manager 5.1 (3a) All All

Application Cisco Unified Communications Manager 5.1 \(1\) All All

Application Cisco Unified Communications Manager 5.1 \(2a\) All All

Application Cisco Unified Communications Manager 5.1 \(2b\) All All

Application Cisco Unified Communications Manager 5.1 \(2\) All All

Application Cisco Unified Communications Manager 5.1 \(3a\) All All

Application Cisco Unified Communications Manager 6.0 (1) All All

Application Cisco Unified Communications Manager 6.0 (1a) All All

Application Cisco Unified Communications Manager 6.0 All All All

Application Cisco Unified Communications Manager 6.0 \(1a\) All All
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Application Cisco Unified Communications Manager 6.0 \(1a\) All All

Application Cisco Unified Communications Manager 6.0 \(1\) All All

Application Cisco Unified Communications Manager 6.1 (1a) All All

Application Cisco Unified Communications Manager 6.1 All All All

Application Cisco Unified Communications Manager 6.1 \(1a\) All All

Application Cisco Unified Communications Manager 4.1 All All All

Application Cisco Unified Communications Manager 4.2 All All All

Application Cisco Unified Communications Manager 4.3 All All All

Application Cisco Unified Communications Manager 5.1 \(1\) All All

Application Cisco Unified Communications Manager 5.1 \(2a\) All All

Application Cisco Unified Communications Manager 5.1 \(2b\) All All

Application Cisco Unified Communications Manager 5.1 \(2\) All All

Application Cisco Unified Communications Manager 5.1 \(3a\) All All

Application Cisco Unified Communications Manager 6.0 All All All

Application Cisco Unified Communications Manager 6.0 \(1a\) All All

Application Cisco Unified Communications Manager 6.0 \(1\) All All

Application Cisco Unified Communications Manager 6.1 All All All

Application Cisco Unified Communications Manager 6.1 \(1a\) All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,

http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_communications_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_communications_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_communications_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_communications_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_communications_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_communications_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_communications_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_communications_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_communications_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_communications_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_communications_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_communications_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_communications_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_communications_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_communications_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_communications_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/unified_communications_manager
http://www.cisco.com/en/US/products/products_security_advisory09186a0080995688.shtml
http://www.securityfocus.com/bid/29221
http://www.vupen.com/english/advisories/2008/1533
http://securitytracker.com/id?1020022
http://secunia.com/advisories/30238
https://exchange.xforce.ibmcloud.com/vulnerabilities/42410
https://www.cve.org/CVERecord?id=CVE-2008-1742
https://nvd.nist.gov/vuln/detail/CVE-2008-1742
https://cve.report/


completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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