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Summary

CVE CVE-2008-1769

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-25 06:05:00 UTC

Updated 2023-11-07 02:02:00 UTC

Description VLC before 0.8.6f allow remote attackers to cause a denial of service (crash) via a crafted Cinepak file that triggers an out-of-bounds array access and memory corruption.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Videolan Vlc 0.1.99 All All All

Application Videolan Vlc 0.1.99a All All All

Application Videolan Vlc 0.1.99b All All All

Application Videolan Vlc 0.1.99c All All All

Application Videolan Vlc 0.1.99d All All All

Application Videolan Vlc 0.1.99e All All All

Application Videolan Vlc 0.1.99f All All All

Application Videolan Vlc 0.1.99g All All All

Application Videolan Vlc 0.1.99h All All All

Application Videolan Vlc 0.1.99i All All All

Application Videolan Vlc 0.2.0 All All All

Application Videolan Vlc 0.2.50 All All All

Application Videolan Vlc 0.2.60 All All All

Application Videolan Vlc 0.2.61 All All All

Application Videolan Vlc 0.2.62 All All All

Application Videolan Vlc 0.2.63 All All All

Application Videolan Vlc 0.2.70 All All All
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Application Videolan Vlc 0.2.70 All All All

Application Videolan Vlc 0.2.71 All All All

Application Videolan Vlc 0.2.72 All All All

Application Videolan Vlc 0.2.73 All All All

Application Videolan Vlc 0.2.80 All All All

Application Videolan Vlc 0.2.81 All All All

Application Videolan Vlc 0.2.82 All All All

Application Videolan Vlc 0.2.83 All All All

Application Videolan Vlc 0.2.90 All All All

Application Videolan Vlc 0.2.91 All All All

Application Videolan Vlc 0.2.92 All All All

Application Videolan Vlc 0.3.0 All All All

Application Videolan Vlc 0.3.1 All All All

Application Videolan Vlc 0.4.0 All All All

Application Videolan Vlc 0.4.1 All All All

Application Videolan Vlc 0.4.2 All All All

Application Videolan Vlc 0.4.3 All All All

Application Videolan Vlc 0.4.3_ac3 All All All

Application Videolan Vlc 0.4.4 All All All

Application Videolan Vlc 0.4.5 All All All

Application Videolan Vlc 0.4.6 All All All

Application Videolan Vlc 0.5.0 All All All

Application Videolan Vlc 0.5.1 All All All

Application Videolan Vlc 0.5.2 All All All

Application Videolan Vlc 0.5.3 All All All

Application Videolan Vlc 0.6.0 All All All

Application Videolan Vlc 0.6.1 All All All

Application Videolan Vlc 0.6.2 All All All

Application Videolan Vlc 0.7.0 All All All

Application Videolan Vlc 0.7.1 All All All

Application Videolan Vlc 0.7.2 All All All

Application Videolan Vlc 0.8.0 All All All

Application Videolan Vlc 0.8.1 All All All

Application Videolan Vlc 0.8.1337 All All All

Application Videolan Vlc 0.8.2 All All All

Application Videolan Vlc 0.8.4 All All All
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Application Videolan Vlc 0.8.4a All All All

Application Videolan Vlc 0.8.5 All All All

Application Videolan Vlc 0.8.6 All All All

Application Videolan Vlc 0.8.6a All All All

Application Videolan Vlc 0.8.6b All All All

Application Videolan Vlc 0.8.6c All All All

Application Videolan Vlc 0.8.6d All All All

Application Videolan Vlc 0.8.6e All All All

Application Videolan Vlc 0.1.99 All All All

Application Videolan Vlc 0.1.99a All All All

Application Videolan Vlc 0.1.99b All All All

Application Videolan Vlc 0.1.99c All All All

Application Videolan Vlc 0.1.99d All All All

Application Videolan Vlc 0.1.99e All All All

Application Videolan Vlc 0.1.99f All All All

Application Videolan Vlc 0.1.99g All All All

Application Videolan Vlc 0.1.99h All All All

Application Videolan Vlc 0.1.99i All All All

Application Videolan Vlc 0.2.0 All All All

Application Videolan Vlc 0.2.50 All All All

Application Videolan Vlc 0.2.60 All All All

Application Videolan Vlc 0.2.61 All All All

Application Videolan Vlc 0.2.62 All All All

Application Videolan Vlc 0.2.63 All All All

Application Videolan Vlc 0.2.70 All All All

Application Videolan Vlc 0.2.71 All All All

Application Videolan Vlc 0.2.72 All All All

Application Videolan Vlc 0.2.73 All All All

Application Videolan Vlc 0.2.80 All All All

Application Videolan Vlc 0.2.81 All All All

Application Videolan Vlc 0.2.82 All All All

Application Videolan Vlc 0.2.83 All All All

Application Videolan Vlc 0.2.90 All All All

Application Videolan Vlc 0.2.91 All All All

Application Videolan Vlc 0.2.92 All All All

Application Videolan Vlc 0.3.0 All All All
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Application Videolan Vlc 0.3.0 All All All

Application Videolan Vlc 0.3.1 All All All

Application Videolan Vlc 0.4.0 All All All

Application Videolan Vlc 0.4.1 All All All

Application Videolan Vlc 0.4.2 All All All

Application Videolan Vlc 0.4.3 All All All

Application Videolan Vlc 0.4.3_ac3 All All All

Application Videolan Vlc 0.4.4 All All All

Application Videolan Vlc 0.4.5 All All All

Application Videolan Vlc 0.4.6 All All All

Application Videolan Vlc 0.5.0 All All All

Application Videolan Vlc 0.5.1 All All All

Application Videolan Vlc 0.5.2 All All All

Application Videolan Vlc 0.5.3 All All All

Application Videolan Vlc 0.6.0 All All All

Application Videolan Vlc 0.6.1 All All All

Application Videolan Vlc 0.6.2 All All All

Application Videolan Vlc 0.7.0 All All All

Application Videolan Vlc 0.7.1 All All All

Application Videolan Vlc 0.7.2 All All All

Application Videolan Vlc 0.8.0 All All All

Application Videolan Vlc 0.8.1 All All All

Application Videolan Vlc 0.8.1337 All All All

Application Videolan Vlc 0.8.2 All All All

Application Videolan Vlc 0.8.4 All All All

Application Videolan Vlc 0.8.4a All All All

Application Videolan Vlc 0.8.5 All All All

Application Videolan Vlc 0.8.6 All All All

Application Videolan Vlc 0.8.6a All All All

Application Videolan Vlc 0.8.6b All All All

Application Videolan Vlc 0.8.6c All All All

Application Videolan Vlc 0.8.6d All All All

Application Videolan Vlc 0.8.6e All All All
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Gentoo Bug 214627 - media-video/vlc <0.8.6f Multiple Vulnerabilities (CVE-2008-{1489,1768,1769}) MISC bugs.gentoo.org

Changelog/0.8.6f - VideoLAN Wiki CONFIRM wiki.videolan.org

git.videolan.org Git - vlc.git/commit MISC git.videolan.org

Repository / Oval Repository OVAL oval.cisecurity.org

404 not found - VideoLAN CONFIRM www.videolan.org

Gentoo update for vlc - Advisories - Secunia SECUNIA secunia.com

VideoLAN Security Advisory 0803 CONFIRM www.videolan.org

VLC: User-assisted execution of arbitrary code — Gentoo Linux Documentation GENTOO security.gentoo.org

git.videolan.org Git - vlc.git/commit git.videolan.org

VLC Media Player Cinepak Codec Buffer Overflow Vulnerability BID www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

VLC Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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