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CVE CVE-2008-1804
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-05-22 13:09:00 UTC
Updated 2017-08-08 01:30:00 UTC
Description preprocessors/spp_frag3.c in Sourcefire Snort before 2.8.1 does not properly identify packet fragments that have dissimilar
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Snort Snort All All All All

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmclc
[SECURITY] Fedora 8 Update: snort-2.8.1-3.fc8 FEDORA www.redhat.com
IPCop update for various packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Snort Bug in Processing Fragmented Packets Lets Remote Users Evade Detection - SecurityTracker SECTRACK  securitytracker.com

[SECURITY] Fedora 9 Update: snort-2.8.1-3.fc9 FEDORA www.redhat.com
IPCop 1.4.19/1.4.20 released :: IPCop.org :: The bad packets stop here! CONFIRM WWW.ipcop.org
Snort Fragmented IP Packets TTL Security Bypass - Advisories - Secunia SECUNIA secunia.com
snort/src/preprocessors/spp_frag3.c - diff - 1.46.2.5 CONFIRM cvs.snort.org
[SECURITY] Fedora 7 Update: snort-2.8.1-3.fc7 FEDORA www.redhat.com
Webmail- OVH VUPEN www.vupen.com
cvs.snort.org/viewcvs.cgi/snort/ChangelLog CONFIRM cvs.snort.org
20080521 Multiple Vendor Snort IP Fragment TTL Evasion Vulnerability IDEFENSE labs.idefense.com

Snort Time To Live Fragment Reassembly Security Bypass Weakness BID www.securityfocus.con
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https://cve.report/CVE-2008-1804/mitre
https://cve.report/CVE-2008-1804/nist
https://cve.report/CVE-2008-1804/cve_org
https://cve.report/CVE-2008-1804.pdf
http://cve.report/vendor/snort
http://cve.report/software/snort/snort
https://exchange.xforce.ibmcloud.com/vulnerabilities/42584
https://www.redhat.com/archives/fedora-package-announce/2008-June/msg00167.html
http://secunia.com/advisories/31204
http://securitytracker.com/id?1020081
https://www.redhat.com/archives/fedora-package-announce/2008-June/msg00156.html
http://www.ipcop.org/index.php?name=News&file=article&sid=40
http://secunia.com/advisories/30348
http://cvs.snort.org/viewcvs.cgi/snort/src/preprocessors/spp_frag3.c.diff?r1=text&tr1=1.46.2.4&r2=text&tr2=1.46.2.5&diff_format=h
https://www.redhat.com/archives/fedora-package-announce/2008-June/msg00198.html
http://www.vupen.com/english/advisories/2008/1602
http://cvs.snort.org/viewcvs.cgi/snort/ChangeLog?rev=1.534.2.11
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=701
http://www.securityfocus.com/bid/29327

Fedora update for snort - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com
CVE Program record CVE.ORG WWW.Cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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