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AVNAGUAUSCPILPAN Certain versions of Application Express from Oracle contain the
’ following vulnerability:

Unspecified vulnerability in Oracle Application Express 3.0.1 has
unspecified impact and remote authenticated attack vectors related to
flows_030000.wwv_execute_immediate, aka APEX01. NOTE: the
previous information was obtained from the April 2008 CPU. Oracle
has not commented on reliable researcher claims that APEXO01 is for
insufficient authorization checks for SQL commands in the run_ddl function in
flows_030000.wwv_execute_immediate, allowing privilege escalation by certain non-DBA
remote authenticated users.

CVE-2008-1811 has been assigned by [J] cve@mitre.org to track the vulnerability
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CVE References

Description Tags Link

SecurityTracker.com Archives - Oracle Database () SECTRACK 1019855
and Other Products Have Unspecified
Vulnerabilities With Unspecified Impact

IBM X-Force Exchange € XF oracle-cpu-april-2008(41858)

Webmail : Solution de messagerie () VUPEN ADV-2008-1233
professionnelle - OVHcloud- OVH
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Secunia.com text/html

Oracle Critical Patch Update Advisory - April O CONFIRM
2008 www.oracle.com/technetwork/topics/security/cpuapr2008-
082075.html
SecurityFocus (% HP HPSBMA02133
HP Oracle for OpenView Multiple Vulnerabilities YU SECUNIA 29874
- Advisories - Secunia
() IDEFENSE 20080415 Oracle Application Express
Privilege Escalation Vulnerability
VUPEN Security - Offensive Cyber Security (3 VUPEN ADV-2008-1267
[ |
text/html
IBM X-Force Exchange € XF oracle-apex-privilege-escalation(41988)
Oracle Products Multiple Vulnerabilities - Y{ SECUNIA 29829
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texthtml]|

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Oracle Application Express 3.0.1 All All All
Application Oracle Application Express 3.0.1 All All All

cpe:2.3:a:oracle:application_express:3.0.1: "™

cpe:2.3:a:oracle:application_express:3.0.1: 7 :*:

No vendor comments have been submitted for this CVE
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