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CVE-2008-1813

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACLAUSCPIPIAP Certain versions of Database 9i from Oracle contain the following
’ vulnerability:

Multiple unspecified vulnerabilities in Oracle Database 9.0.1.5 FIPS+,
9.2.0.8,9.2.0.8DV, 10.1.0.5, and 10.2.0.3 have unknown impact and
remote unauthenticated or authenticated attack vectors related to (1)
SYS.DBMS_AQ in the Advanced Queuing component, aka DBO01; (2)
Core RDBMS, aka DBO03; (3) SDO_GEOM in Oracle Spatial, aka
DBO06; (4) Export, aka DB12; and (5) DBMS_STATS in Query Optimizer, aka DB13. NOTE:
the previous information was obtained from the Oracle CPU. Oracle has not commented on
reliable researcher claims that DB06 is SQL injection, and DB13 occurs when the OUTLN
account is reset to use a hard-coded password.

CVE-2008-1813 has been assigned by [J] cve@mitre.org to track the vulnerability
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CVE References

Description Tags Link

SecurityTracker.com Archives - Oracle ) SECTRACK 1019855
Database and Other Products Have

Unspecified Vulnerabilities With Unspecified

Impact

IBM X-Force Exchange € XF oracle-cpu-april-2008(41858)

@ MISC www.red-database-


https://cve.report/
https://cve.report/CVE-2008-1813/mitre
https://cve.report/CVE-2008-1813/nist
https://cve.report/CVE-2008-1813/cve_org
https://cve.report/CVE-2008-1813.pdf
http://cve.report/software/oracle/database_9i
http://cve.report/vendor/oracle
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securitytracker.com/id?1019855
https://exchange.xforce.ibmcloud.com/vulnerabilities/41858

IBM X-Force Exchange

Webmail : Solution de messagerie
professionnelle - OVHcloud- OVH

IBM X-Force Exchange

Oracle Critical Patch Update Advisory - April
2008

SecurityFocus

IBM X-Force Exchange

HP Oracle for OpenView Multiple
Vulnerabilities - Advisories - Secunia

No Description Provided

VUPEN Security - Offensive Cyber Security

IBM X-Force Exchange

IBM X-Force Exchange

Oracle Products Multiple Vulnerabilities -
Secunia Advisories - Vulnerability Information
- Secunia.com

SecurityFocus

SecurityFocus

text/html

exchange.xforce.ibmcloud.com
text/html

Vendor Advisory
Www.vupen.com
text/html

exchange.xforce.ibmcloud.com
text/html

web.archive.org
text/html
Inactive Link| Not Archived

www.securityfocus.com
text/html

exchange.xforce.ibmcloud.com
text/html

Vendor Advisory
web.archive.org
text/html

www.red-database-security.com
text/html

Vendor Advisory

text/html

exchange.xforce.ibmcloud.com
text/html

exchange.xforce.ibmcloud.com

text/html

Vendor Advisory
web.archive.org
text/html

www.securityfocus.com
text/html

www.securityfocus.com
text/html

security.com/advisory/oracle_outln_password_change.html

€ XF oracle-database-queryop-default-password(41995)

> VUPEN ADV-2008-1233

€ XF oracle-database-corerdbms-unspecified(41992)

O CONFIRM
www.oracle.com/technetwork/topics/security/cpuapr2008-
082075.html

0 HP HPSBMA02133

€ XF oracle-database-export-info-disclosure(41994)

) SECUNIA 29874

@ MISC www.red-database-
security.com/advisory/oracle_sql_injection_sdo_geom.html

3 VUPEN ADV-2008-1267

€ XF oracle-database-dbmsag-unspecified(41991)

€ XF oracle-database-sdogeom-sql-injection(41993)

{ SECUNIA 29829

) BUGTRAQ 20080416 Oracle - Hardcoded Password
and Password Reset of OUTLN User [DB13]

(%) BUGTRAQ 20080416 Oracle - SQL Injection in
package SDO_GEOM [DB06]

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3

Type Vendor Product Version
Application Oracle Database 9i 9.0.1.5
Application Oracle Database 9i 9.2.0.8
Amlinabinn Aennln NAtalann O AnnoA

~

Update Edition Language
All All All
All All All
A An A


http://www.red-database-security.com/advisory/oracle_outln_password_change.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/41995
http://www.vupen.com/english/advisories/2008/1233/references
https://exchange.xforce.ibmcloud.com/vulnerabilities/41992
https://web.archive.org/web/2008/http://www.oracle.com/technetwork/topics/security/cpuapr2008-082075.html
http://www.securityfocus.com/archive/1/491024/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/41994
https://web.archive.org/web/2008/http://secunia.com/advisories/29874
http://www.red-database-security.com/advisory/oracle_sql_injection_sdo_geom.html
http://www.vupen.com/english/advisories/2008/1267/references
https://exchange.xforce.ibmcloud.com/vulnerabilities/41991
https://exchange.xforce.ibmcloud.com/vulnerabilities/41993
https://web.archive.org/web/2008/http://secunia.com/advisories/29829
http://www.securityfocus.com/archive/1/490950/100/0/threaded
http://www.securityfocus.com/archive/1/490919/100/0/threaded
mailto:%20comment@cve.report
http://cve.report/vendor/oracle
http://cve.report/software/oracle/database_9i
http://cve.report/vendor/oracle
http://cve.report/software/oracle/database_9i

AppIcauvn vialle Udlavase Ji J.£.V.0uv A1 Al [alll

Application Oracle Database 9i 9.0.1.5 All All All
Application Oracle Database 9i 9.2.0.8 All All All
Application Oracle Database 9i 9.2.0.8dv All All All
Application Oracle Database Server 10.1.0.5 All All All
Application Oracle Database Server 10.2.0.3 All All All
Application Oracle Database Server 9.0.1.5 All fips All
Application Oracle Database Server 10.1.0.5 All All All
Application Oracle Database Server 10.2.0.3 All All All
Application Oracle Database Server 9.0.1.5 All fips All

cpe:2.3:a:oracle:database_9i:9.0.1.5:
cpe:2.3:a:oracle:database_9i:9.2.0.8:*:*:****:*:
cpe:2.3:a:oracle:database_9i:9.2.0.8dv:*:*:***:*:*:

cpe:2.3:a:oracle:database_9i:9.0.1.5:* """

cpe:2.3:a:oracle:database_9i:9.2.0.8:*:*:":*:*:*:

cpe:2.3:a:oracle:database_server:10.1.0.5:* %%

cpe:2.3:a:oracle:database_server:10.2.0.3:*:*:":"**:

cpe:2.3:a:oracle:database_server:10.1.0.5:*:*:":" "

cpe:2.3:a:oracle:database_server:10.2.0.3:*:*:*:":*:

No vendor comments have been submitted for this CVE
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