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Summary

CVE CVE-2008-1834

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-16 16:05:00 UTC

Updated 2023-11-07 02:02:00 UTC

Description swfdec_load_object.c in Swfdec before 0.6.4 does not properly restrict local file access from untrusted sandboxes, which allows remote attackers to read arbitrary files via a crafted Flash file.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Swfdec Swfdec 0.4.0 All All All

Application Swfdec Swfdec 0.4.1 All All All

Application Swfdec Swfdec 0.4.2 All All All

Application Swfdec Swfdec 0.4.3 All All All

Application Swfdec Swfdec 0.4.4 All All All

Application Swfdec Swfdec 0.4.5 All All All

Application Swfdec Swfdec 0.5.0 All All All

Application Swfdec Swfdec 0.5.1 All All All

Application Swfdec Swfdec 0.5.2 All All All

Application Swfdec Swfdec 0.5.3 All All All

Application Swfdec Swfdec 0.5.4 All All All

Application Swfdec Swfdec 0.5.5 All All All

Application Swfdec Swfdec 0.5.90 All All All

Application Swfdec Swfdec 0.6.0 All All All

Application Swfdec Swfdec All All All All

Application Swfdec Swfdec 0.4.0 All All All

Application Swfdec Swfdec 0.4.1 All All All

https://cve.report/
https://cve.report/CVE-2008-1834/mitre
https://cve.report/CVE-2008-1834/nist
https://cve.report/CVE-2008-1834/cve_org
https://cve.report/api/cve/CVE-2008-1834.json
https://cve.report/CVE-2008-1834.pdf
http://cve.report/vendor/swfdec
http://cve.report/software/swfdec/swfdec
http://cve.report/vendor/swfdec
http://cve.report/software/swfdec/swfdec
http://cve.report/vendor/swfdec
http://cve.report/software/swfdec/swfdec
http://cve.report/vendor/swfdec
http://cve.report/software/swfdec/swfdec
http://cve.report/vendor/swfdec
http://cve.report/software/swfdec/swfdec
http://cve.report/vendor/swfdec
http://cve.report/software/swfdec/swfdec
http://cve.report/vendor/swfdec
http://cve.report/software/swfdec/swfdec
http://cve.report/vendor/swfdec
http://cve.report/software/swfdec/swfdec
http://cve.report/vendor/swfdec
http://cve.report/software/swfdec/swfdec
http://cve.report/vendor/swfdec
http://cve.report/software/swfdec/swfdec
http://cve.report/vendor/swfdec
http://cve.report/software/swfdec/swfdec
http://cve.report/vendor/swfdec
http://cve.report/software/swfdec/swfdec
http://cve.report/vendor/swfdec
http://cve.report/software/swfdec/swfdec
http://cve.report/vendor/swfdec
http://cve.report/software/swfdec/swfdec
http://cve.report/vendor/swfdec
http://cve.report/software/swfdec/swfdec
http://cve.report/vendor/swfdec
http://cve.report/software/swfdec/swfdec
http://cve.report/vendor/swfdec
http://cve.report/software/swfdec/swfdec


Application Swfdec Swfdec 0.4.1 All All All

Application Swfdec Swfdec 0.4.2 All All All

Application Swfdec Swfdec 0.4.3 All All All

Application Swfdec Swfdec 0.4.4 All All All

Application Swfdec Swfdec 0.4.5 All All All

Application Swfdec Swfdec 0.5.0 All All All

Application Swfdec Swfdec 0.5.1 All All All

Application Swfdec Swfdec 0.5.2 All All All

Application Swfdec Swfdec 0.5.3 All All All

Application Swfdec Swfdec 0.5.4 All All All

Application Swfdec Swfdec 0.5.5 All All All

Application Swfdec Swfdec 0.5.90 All All All

Application Swfdec Swfdec 0.6.0 All All All

References

Reference Source

swfdec/swfdec - A decoding and rendering library for Macromedia Flash animations.

swfdec/swfdec - A decoding and rendering library for Macromedia Flash animations. CONFIRM

swfdec Untrusted Sandboxes Local File Disclosure Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

[Swfdec] Swfdec 0.6.4 released MLIST

Swfdec Untrusted Sandbox Remote Information Disclosure Vulnerability BID

IBM X-Force Exchange XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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