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Summary

CVE CVE-2008-1845

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-16 17:05:00 UTC

Updated 2017-08-08 01:30:00 UTC

Description The Korn shell (aka mksh) before R33d on MirOS (aka MirBSD) does not flush the tty's I/O when invoking mksh in a new terminal, which allows local users to gain privileges by opening a virtual terminal and entering command sequences, which might later be executed in opportunistic circumstances by a different user who launches mksh and specifies that terminal with the -T option.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Mirbsd Miros 33 a All All

Operating System Mirbsd Miros 33 b All All

Operating System Mirbsd Miros 33 a All All

Operating System Mirbsd Miros 33 b All All

Operating System Mirbsd Miros All c All All

References

Reference Source Link

MirOS: mksh – the MirBSD Korn Shell CONFIRM www.mirbsd.org

44365 OSVDB www.osvdb.org

MirBSD Korn Shell Local Privilege Escalation Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

MirBSD Korn Shell TTY Attachment Privilege Escalation - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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