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Summary

CVE CVE-2008-1897

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-23 16:05:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description The IAX2 channel driver (chan_iax2) in Asterisk Open Source 1.0.x, 1.2.x before 1.2.28, and 1.4.x before 1.4.19.1; Business Edition A.x.x, B.x.x before B.2.5.2, and C.x.x before C.1.8.1; AsteriskNOW before 1.0.3; Appliance Developer Kit 0.x.x; and s800i before 1.1.0.3, when configured to allow unauthenticated calls, does not verify that an ACK response contains a call number matching the server's reply to a NEW message, which allows remote attackers to cause a denial of service (traffic amplification) via a spoofed ACK response that does not complete a 3-way handshake. 

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:N/A:P

Problem Types: CWE-287 | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:N/I:N/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Asterisk Asterisknow 1.0 All All All

Application Asterisk Asterisknow 1.0.1 All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

None

Integrity

None

Availability

Partial

https://cve.report/
https://cve.report/CVE-2008-1897/mitre
https://cve.report/CVE-2008-1897/nist
https://cve.report/CVE-2008-1897/cve_org
https://cve.report/api/cve/CVE-2008-1897.json
https://cve.report/CVE-2008-1897.pdf
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/asterisknow


Application Asterisk Asterisknow 1.0.1 All All All

Application Asterisk Asterisknow All All All All

Application Asterisk Asterisk Appliance Developer Kit 0.2 All All All

Application Asterisk Asterisk Appliance Developer Kit 0.3 All All All

Application Asterisk Asterisk Appliance Developer Kit 0.4 All All All

Application Asterisk Asterisk Appliance Developer Kit 0.5 All All All

Application Asterisk Asterisk Appliance Developer Kit 0.6 All All All

Application Asterisk Asterisk Appliance Developer Kit 0.6.0 All All All

Application Asterisk Asterisk Appliance Developer Kit 0.7 All All All

Application Asterisk Asterisk Appliance Developer Kit 0.8 All All All

Application Asterisk Asterisk Business Edition a All All All

Application Asterisk Asterisk Business Edition b.1.3.2 All All All

Application Asterisk Asterisk Business Edition b.1.3.3 All All All

Application Asterisk Asterisk Business Edition b.2.2.0 All All All

Application Asterisk Asterisk Business Edition b.2.2.1 All All All

Application Asterisk Asterisk Business Edition b.2.3.1 All All All

Application Asterisk Asterisk Business Edition b.2.3.2 All All All

Application Asterisk Asterisk Business Edition b.2.3.3 All All All

Application Asterisk Asterisk Business Edition b.2.3.4 All All All

Application Asterisk Asterisk Business Edition b.2.3.6 All All All

Application Asterisk Asterisk Business Edition b.2.5.0 All All All

Application Asterisk Asterisk Business Edition c.1.0 beta7 All All

Application Asterisk Asterisk Business Edition c.1.0 beta8 All All

Application Asterisk Asterisk Business Edition c.1.6 All All All

Application Asterisk Asterisk Business Edition c.1.6.1 All All All

Application Asterisk Asterisk Business Edition c.1.6.2 All All All

Application Asterisk Asterisk Business Edition All All All All

Application Asterisk Asterisk Business Edition All All All All

Application Asterisk Open Source 1.0 All All All

Application Asterisk Open Source 1.0 rc1 All All

Application Asterisk Open Source 1.0 rc2 All All

Application Asterisk Open Source 1.0.0 All All All

Application Asterisk Open Source 1.0.1 All All All

Application Asterisk Open Source 1.0.11 All All All

Application Asterisk Open Source 1.0.11 patch All All

Application Asterisk Open Source 1.0.11.1 All All All
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Application Asterisk Open Source 1.0.11.1 All All All

Application Asterisk Open Source 1.0.11.1 patch All All

Application Asterisk Open Source 1.0.12 All All All

Application Asterisk Open Source 1.0.12 patch All All

Application Asterisk Open Source 1.0.2 All All All

Application Asterisk Open Source 1.0.3 All All All

Application Asterisk Open Source 1.0.3.4 All All All

Application Asterisk Open Source 1.0.4 All All All

Application Asterisk Open Source 1.0.5 All All All

Application Asterisk Open Source 1.0.6 All All All

Application Asterisk Open Source 1.0.7 All All All

Application Asterisk Open Source 1.0.8 All All All

Application Asterisk Open Source 1.0.9 All All All

Application Asterisk Open Source 1.2.0 All All All

Application Asterisk Open Source 1.2.0 beta1 All All

Application Asterisk Open Source 1.2.0 beta2 All All

Application Asterisk Open Source 1.2.0 rc1 All All

Application Asterisk Open Source 1.2.0 rc2 All All

Application Asterisk Open Source 1.2.1 All All All

Application Asterisk Open Source 1.2.10 All All All

Application Asterisk Open Source 1.2.10 netsec All All

Application Asterisk Open Source 1.2.11 All All All

Application Asterisk Open Source 1.2.11 netsec All All

Application Asterisk Open Source 1.2.12 All All All

Application Asterisk Open Source 1.2.12 netsec All All

Application Asterisk Open Source 1.2.12.1 All All All

Application Asterisk Open Source 1.2.12.1 netsec All All

Application Asterisk Open Source 1.2.13 All All All

Application Asterisk Open Source 1.2.13 netsec All All

Application Asterisk Open Source 1.2.14 All All All

Application Asterisk Open Source 1.2.14 netsec All All

Application Asterisk Open Source 1.2.15 All All All

Application Asterisk Open Source 1.2.15 netsec All All

Application Asterisk Open Source 1.2.16 All All All

Application Asterisk Open Source 1.2.16 netsec All All

Application Asterisk Open Source 1.2.17 All All All
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Application Asterisk Open Source 1.2.17 netsec All All

Application Asterisk Open Source 1.2.18 All All All

Application Asterisk Open Source 1.2.18 netsec All All

Application Asterisk Open Source 1.2.19 All All All

Application Asterisk Open Source 1.2.19 netsec All All

Application Asterisk Open Source 1.2.2 All All All

Application Asterisk Open Source 1.2.2 netsec All All

Application Asterisk Open Source 1.2.20 All All All

Application Asterisk Open Source 1.2.20 netsec All All

Application Asterisk Open Source 1.2.21 All All All

Application Asterisk Open Source 1.2.21 netsec All All

Application Asterisk Open Source 1.2.21.1 All All All

Application Asterisk Open Source 1.2.21.1 netsec All All

Application Asterisk Open Source 1.2.22 All All All

Application Asterisk Open Source 1.2.22 netsec All All

Application Asterisk Open Source 1.2.23 All All All

Application Asterisk Open Source 1.2.23 netsec All All

Application Asterisk Open Source 1.2.24 All All All

Application Asterisk Open Source 1.2.24 netsec All All

Application Asterisk Open Source 1.2.25 All All All

Application Asterisk Open Source 1.2.25 netsec All All

Application Asterisk Open Source 1.2.26 All All All

Application Asterisk Open Source 1.2.26 netsec All All

Application Asterisk Open Source 1.2.26.1 All All All

Application Asterisk Open Source 1.2.26.1 netsec All All

Application Asterisk Open Source 1.2.26.2 All All All

Application Asterisk Open Source 1.2.26.2 netsec All All

Application Asterisk Open Source 1.2.3 All All All

Application Asterisk Open Source 1.2.3 netsec All All

Application Asterisk Open Source 1.2.4 All All All

Application Asterisk Open Source 1.2.4 netsec All All

Application Asterisk Open Source 1.2.5 All All All

Application Asterisk Open Source 1.2.5 netsec All All

Application Asterisk Open Source 1.2.6 All All All

Application Asterisk Open Source 1.2.6 netsec All All

Application Asterisk Open Source 1.2.7 All All All
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Application Asterisk Open Source 1.2.7 All All All

Application Asterisk Open Source 1.2.7 netsec All All

Application Asterisk Open Source 1.2.7.1 All All All

Application Asterisk Open Source 1.2.7.1 netsec All All

Application Asterisk Open Source 1.2.8 All All All

Application Asterisk Open Source 1.2.8 netsec All All

Application Asterisk Open Source 1.2.9 All All All

Application Asterisk Open Source 1.2.9.1 All All All

Application Asterisk Open Source 1.2.9.1 netsec All All

Application Asterisk Open Source 1.4.0 All All All

Application Asterisk Open Source 1.4.0 beta2 All All

Application Asterisk Open Source 1.4.0 beta3 All All

Application Asterisk Open Source 1.4.0 beta4 All All

Application Asterisk Open Source 1.4.1 All All All

Application Asterisk Open Source 1.4.10 All All All

Application Asterisk Open Source 1.4.10.1 All All All

Application Asterisk Open Source 1.4.11 All All All

Application Asterisk Open Source 1.4.12 All All All

Application Asterisk Open Source 1.4.12.1 All All All

Application Asterisk Open Source 1.4.13 All All All

Application Asterisk Open Source 1.4.14 All All All

Application Asterisk Open Source 1.4.15 All All All

Application Asterisk Open Source 1.4.16 All All All

Application Asterisk Open Source 1.4.16.1 All All All

Application Asterisk Open Source 1.4.16.2 All All All

Application Asterisk Open Source 1.4.17 All All All

Application Asterisk Open Source 1.4.18 All All All

Application Asterisk Open Source 1.4.18.1 All All All

Application Asterisk Open Source All All All All

Application Asterisk Open Source All All All All

Application Asterisk S800i 1.0 All All All

Application Asterisk S800i 1.0.1 All All All

Application Asterisk S800i 1.0.2 All All All

Application Asterisk S800i 1.0.3 All All All

Application Asterisk S800i 1.0.3.3 All All All

Application Asterisk S800i 1.1.0 All All All
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Application Asterisk S800i 1.1.0.1 All All All

Application Asterisk S800i All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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