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CVE CVE-2008-1926
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-24 05:05:00 UTC
Updated 2023-02-13 02:19:00 UTC
Description Argument injection vulnerability in login (login-utils/login.c) in util-linux-ng 2.14 and earlier makes it easier for remote attacke
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Linux Util-linux 2.13 All All All
Application Linux Util-linux 2.13.0.1 All All All
Application Linux Util-linux 2.13.1 All All All
Application Linux Util-linux 2.13.1.1 All All All
Application Linux Util-linux 2.14 rci All All
Application Linux Util-linux 2.13 All All All
Application Linux Util-linux 2.13.0.1 All All All
Application Linux Util-linux 2.13.1 All All All
Application Linux Util-linux 2.13.1.1 All All All
Application Linux Util-linux 2.14 rci All All
Reference Source Link

Webmail - OVH VUPEN www.vupen.com
util-linux-ng "login" Audit Log Injection Weakness - Advisories - Secunia SECUNIA secunia.com
git.kernel.org MISC git.kernel.org
util-linux-ng 'login' Remote Log Injection Weakness BID www.securityfocus.com
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http://secunia.com/advisories/30014
http://git.kernel.org/?p=utils/util-linux-ng/util-linux-ng.git;a=blobdiff;f=login-utils/login.c;h=230121316d953c59e7842c1325f6e9f326a37608;hp=aad27794327c60391b5148b367d2c79338fc6ee4;hb=8ccf0b253ac0f4f58d64bc9674de18bff5a88782;hpb=3a4a13b12a8065b0b5354686d2807cce421a9973
http://www.securityfocus.com/bid/28983

git.kernel.org MISC git.kernel.org

Tuna Patties with a Crunch.. - Bodybuilding Discussion on Bodybuilding.net Bodybuilding Recipes SECUNIA secunia.com

SecurityFocus BUGTRAQ  www.securityfocus.com
git.kernel.org CONFIRM git.kernel.org

IBM X-Force Exchange XF exchange.xforce.ibmclouc
Red Hat update for util-linux - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Support REDHAT www.redhat.com
git.kernel.org MISC git.kernel.org

Util-linux Input Validation Flaw Lets Remote Users Inject Data into the Log Files - SecurityTracker =~ SECTRACK www.securitytracker.com

Advisories:rPSA-2009-0143 - rPath Wiki CONFIRM wiki.rpath.com
Support / Security / Advisories / / MDVSA-2008:114 | Mandriva MANDRIVA  www.mandriva.com
[SECURITY] Fedora 8 Update: util-linux-ng-2.13.1-2.fc8 FEDORA www.redhat.com
Repository / Oval Repository OVAL oval.cisecurity.org
CVE Program record CVE.ORG WWW.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-05-18 Mark J Cox  Red Hat is aware of this issue affecting Red Hat Enterprise Linux 5 and is tracking it via the follo
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There are currently no legacy QID mappings associated with this CVE.
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https://exchange.xforce.ibmcloud.com/vulnerabilities/41987
http://secunia.com/advisories/35161
http://www.redhat.com/support/errata/RHSA-2009-0981.html
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