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Summary

CVE CVE-2008-1937

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-25 06:05:00 UTC

Updated 2017-08-08 01:30:00 UTC

Description The user form processing (userform.py) in MoinMoin before 1.6.3, when using ACLs or a non-empty superusers list, does not properly manage users, which allows remote attackers to gain privileges.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Moinmoin Moinmoin 1.6.0 All All All

Application Moinmoin Moinmoin 1.6.1 All All All

Application Moinmoin Moinmoin 1.6.2 All All All

Application Moinmoin Moinmoin 1.6.0 All All All

Application Moinmoin Moinmoin 1.6.1 All All All

Application Moinmoin Moinmoin 1.6.2 All All All

References

Reference Source Link Tags

SecurityFixes - MoinMoin CONFIRM moinmo.in

MoinMoin: Privilege escalation — Gentoo Linux Documentation GENTOO security.gentoo.org

MoinMoin Multiple ACL Security Bypass Vulnerabilities BID www.securityfocus.com Patch

Gentoo update for moinmoin - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Webmail- OVH VUPEN www.vupen.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

MoinMoin Security Bypass Vulnerabilities - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

moin/1.6: changeset 2630:f405012e67af CONFIRM hg.moinmo.in Exploit
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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