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Summary

CVE CVE-2008-1938

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-25 06:05:00 UTC

Updated 2017-08-08 01:30:00 UTC

Description Sony Mylo COM-2 Japanese model firmware before 1.002 does not properly verify web server SSL certificates, which allows remote attackers to obtain sensitive information and conduct spoofing attacks.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sony Mylo Com 2 All All All ja

Application Sony Mylo Com 2 All All All en

References

Reference Source Link

Sony eSupport - COM-2 - News & Alerts CONFIRM esupport.sony.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

mylo.nccl.sony.co.jp/hotnews/2008/04/01/index.html CONFIRM mylo.nccl.sony.co.jp

Sony mylo COM-2 SSL Certificate Validation Vulnerability BID www.securityfocus.com

mylo.nccl.sony.co.jp/download/M-W002-001-02/index.html CONFIRM mylo.nccl.sony.co.jp

Sony Mylo COM-2 SSL Certificate Validation Security Issue - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

JVN#76788395: ソニー製 mylo COM-2 におけるサーバ証明書を検証しない脆弱性 JVN jvn.jp

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

JVN:JVN#76788395 MITRE jvn.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2008-1938/mitre
https://cve.report/CVE-2008-1938/nist
https://cve.report/CVE-2008-1938/cve_org
https://cve.report/api/cve/CVE-2008-1938.json
https://cve.report/CVE-2008-1938.pdf
http://cve.report/vendor/sony
http://cve.report/software/sony/mylo_com_2
http://cve.report/vendor/sony
http://cve.report/software/sony/mylo_com_2
http://esupport.sony.com/perl/news-item.pl?news_id=262&mdl=COM2
http://www.vupen.com/english/advisories/2008/1349/references
http://mylo.nccl.sony.co.jp/hotnews/2008/04/01/index.html
http://www.securityfocus.com/bid/28905
http://mylo.nccl.sony.co.jp/download/M-W002-001-02/index.html
http://secunia.com/advisories/29928
http://jvn.jp/jp/JVN%252376788395/index.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/41971
http://jvn.jp/jp/JVN#76788395/index.html
https://www.cve.org/CVERecord?id=CVE-2008-1938
https://nvd.nist.gov/vuln/detail/CVE-2008-1938


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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