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Summary

CVE CVE-2008-1949

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-05-21 13:24:00 UTC

Updated 2023-11-07 02:02:00 UTC

Description The _gnutls_recv_client_kx_message function in lib/gnutls_kx.c in libgnutls in gnutls-serv in GnuTLS before 2.2.4 continues to process Client Hello messages within a TLS message after one has already been processed, which allows remote attackers to cause a denial of service (NULL dereference and crash) via a TLS message containing multiple Client Hello messages, aka GNUTLS-SA-2008-1-2.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Gnutls 1.0.18 All All All

Application Gnu Gnutls 1.0.19 All All All

Application Gnu Gnutls 1.0.20 All All All

Application Gnu Gnutls 1.0.21 All All All

Application Gnu Gnutls 1.0.22 All All All

Application Gnu Gnutls 1.0.23 All All All

Application Gnu Gnutls 1.0.24 All All All

Application Gnu Gnutls 1.0.25 All All All

Application Gnu Gnutls 1.1.13 All All All

Application Gnu Gnutls 1.1.14 All All All

Application Gnu Gnutls 1.1.15 All All All

Application Gnu Gnutls 1.1.16 All All All

Application Gnu Gnutls 1.1.17 All All All

Application Gnu Gnutls 1.1.18 All All All

Application Gnu Gnutls 1.1.19 All All All

Application Gnu Gnutls 1.1.20 All All All

Application Gnu Gnutls 1.1.21 All All All
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Application Gnu Gnutls 1.1.21 All All All

Application Gnu Gnutls 1.1.22 All All All

Application Gnu Gnutls 1.1.23 All All All

Application Gnu Gnutls 1.2.0 All All All

Application Gnu Gnutls 1.2.1 All All All

Application Gnu Gnutls 1.2.10 All All All

Application Gnu Gnutls 1.2.11 All All All

Application Gnu Gnutls 1.2.2 All All All

Application Gnu Gnutls 1.2.3 All All All

Application Gnu Gnutls 1.2.4 All All All

Application Gnu Gnutls 1.2.5 All All All

Application Gnu Gnutls 1.2.6 All All All

Application Gnu Gnutls 1.2.7 All All All

Application Gnu Gnutls 1.2.8 All All All

Application Gnu Gnutls 1.2.9 All All All

Application Gnu Gnutls 1.3.0 All All All

Application Gnu Gnutls 1.3.1 All All All

Application Gnu Gnutls 1.3.2 All All All

Application Gnu Gnutls 1.3.3 All All All

Application Gnu Gnutls 1.3.4 All All All

Application Gnu Gnutls 1.3.5 All All All

Application Gnu Gnutls 1.4.0 All All All

Application Gnu Gnutls 1.4.1 All All All

Application Gnu Gnutls 1.4.2 All All All

Application Gnu Gnutls 1.4.3 All All All

Application Gnu Gnutls 1.4.4 All All All

Application Gnu Gnutls 1.4.5 All All All

Application Gnu Gnutls 1.5.0 All All All

Application Gnu Gnutls 1.5.1 All All All

Application Gnu Gnutls 1.5.2 All All All

Application Gnu Gnutls 1.5.3 All All All

Application Gnu Gnutls 1.5.4 All All All

Application Gnu Gnutls 1.5.5 All All All

Application Gnu Gnutls 1.6.0 All All All

Application Gnu Gnutls 1.6.1 All All All

Application Gnu Gnutls 1.6.2 All All All
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Application Gnu Gnutls 1.6.3 All All All

Application Gnu Gnutls 1.7.0 All All All

Application Gnu Gnutls 1.7.1 All All All

Application Gnu Gnutls 1.7.10 All All All

Application Gnu Gnutls 1.7.11 All All All

Application Gnu Gnutls 1.7.12 All All All

Application Gnu Gnutls 1.7.13 All All All

Application Gnu Gnutls 1.7.14 All All All

Application Gnu Gnutls 1.7.15 All All All

Application Gnu Gnutls 1.7.16 All All All

Application Gnu Gnutls 1.7.17 All All All

Application Gnu Gnutls 1.7.18 All All All

Application Gnu Gnutls 1.7.19 All All All

Application Gnu Gnutls 1.7.2 All All All

Application Gnu Gnutls 1.7.3 All All All

Application Gnu Gnutls 1.7.4 All All All

Application Gnu Gnutls 1.7.5 All All All

Application Gnu Gnutls 1.7.6 All All All

Application Gnu Gnutls 1.7.7 All All All

Application Gnu Gnutls 1.7.8 All All All

Application Gnu Gnutls 1.7.9 All All All

Application Gnu Gnutls 2.0.0 All All All

Application Gnu Gnutls 2.0.1 All All All

Application Gnu Gnutls 2.0.2 All All All

Application Gnu Gnutls 2.0.3 All All All

Application Gnu Gnutls 2.0.4 All All All

Application Gnu Gnutls 2.1.0 All All All

Application Gnu Gnutls 2.1.1 All All All

Application Gnu Gnutls 2.1.2 All All All

Application Gnu Gnutls 2.1.3 All All All

Application Gnu Gnutls 2.1.4 All All All

Application Gnu Gnutls 2.1.5 All All All

Application Gnu Gnutls 2.1.6 All All All

Application Gnu Gnutls 2.1.7 All All All

Application Gnu Gnutls 2.1.8 All All All

Application Gnu Gnutls 2.2.0 All All All
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Application Gnu Gnutls 2.2.0 All All All

Application Gnu Gnutls 2.2.1 All All All

Application Gnu Gnutls 2.2.2 All All All

Application Gnu Gnutls 2.2.3 All All All

Application Gnu Gnutls 2.2.4 All All All

Application Gnu Gnutls 2.2.5 All All All

Application Gnu Gnutls 2.3.0 All All All

Application Gnu Gnutls 2.3.1 All All All

Application Gnu Gnutls 2.3.10 All All All

Application Gnu Gnutls 2.3.11 All All All

Application Gnu Gnutls 2.3.2 All All All

Application Gnu Gnutls 2.3.3 All All All

Application Gnu Gnutls 2.3.4 All All All

Application Gnu Gnutls 2.3.5 All All All

Application Gnu Gnutls 2.3.6 All All All

Application Gnu Gnutls 2.3.7 All All All

Application Gnu Gnutls 2.3.8 All All All

Application Gnu Gnutls 2.3.9 All All All

Application Gnu Gnutls 1.0.18 All All All

Application Gnu Gnutls 1.0.19 All All All

Application Gnu Gnutls 1.0.20 All All All

Application Gnu Gnutls 1.0.21 All All All

Application Gnu Gnutls 1.0.22 All All All

Application Gnu Gnutls 1.0.23 All All All

Application Gnu Gnutls 1.0.24 All All All

Application Gnu Gnutls 1.0.25 All All All

Application Gnu Gnutls 1.1.13 All All All

Application Gnu Gnutls 1.1.14 All All All

Application Gnu Gnutls 1.1.15 All All All

Application Gnu Gnutls 1.1.16 All All All

Application Gnu Gnutls 1.1.17 All All All

Application Gnu Gnutls 1.1.18 All All All

Application Gnu Gnutls 1.1.19 All All All

Application Gnu Gnutls 1.1.20 All All All

Application Gnu Gnutls 1.1.21 All All All

Application Gnu Gnutls 1.1.22 All All All
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Application Gnu Gnutls 1.1.23 All All All

Application Gnu Gnutls 1.2.0 All All All

Application Gnu Gnutls 1.2.1 All All All

Application Gnu Gnutls 1.2.10 All All All

Application Gnu Gnutls 1.2.11 All All All

Application Gnu Gnutls 1.2.2 All All All

Application Gnu Gnutls 1.2.3 All All All

Application Gnu Gnutls 1.2.4 All All All

Application Gnu Gnutls 1.2.5 All All All

Application Gnu Gnutls 1.2.6 All All All

Application Gnu Gnutls 1.2.7 All All All

Application Gnu Gnutls 1.2.8 All All All

Application Gnu Gnutls 1.2.9 All All All

Application Gnu Gnutls 1.3.0 All All All

Application Gnu Gnutls 1.3.1 All All All

Application Gnu Gnutls 1.3.2 All All All

Application Gnu Gnutls 1.3.3 All All All

Application Gnu Gnutls 1.3.4 All All All

Application Gnu Gnutls 1.3.5 All All All

Application Gnu Gnutls 1.4.0 All All All

Application Gnu Gnutls 1.4.1 All All All

Application Gnu Gnutls 1.4.2 All All All

Application Gnu Gnutls 1.4.3 All All All

Application Gnu Gnutls 1.4.4 All All All

Application Gnu Gnutls 1.4.5 All All All

Application Gnu Gnutls 1.5.0 All All All

Application Gnu Gnutls 1.5.1 All All All

Application Gnu Gnutls 1.5.2 All All All

Application Gnu Gnutls 1.5.3 All All All

Application Gnu Gnutls 1.5.4 All All All

Application Gnu Gnutls 1.5.5 All All All

Application Gnu Gnutls 1.6.0 All All All

Application Gnu Gnutls 1.6.1 All All All

Application Gnu Gnutls 1.6.2 All All All

Application Gnu Gnutls 1.6.3 All All All
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Application Gnu Gnutls 1.7.0 All All All

Application Gnu Gnutls 1.7.1 All All All

Application Gnu Gnutls 1.7.10 All All All

Application Gnu Gnutls 1.7.11 All All All

Application Gnu Gnutls 1.7.12 All All All

Application Gnu Gnutls 1.7.13 All All All

Application Gnu Gnutls 1.7.14 All All All

Application Gnu Gnutls 1.7.15 All All All

Application Gnu Gnutls 1.7.16 All All All

Application Gnu Gnutls 1.7.17 All All All

Application Gnu Gnutls 1.7.18 All All All

Application Gnu Gnutls 1.7.19 All All All

Application Gnu Gnutls 1.7.2 All All All

Application Gnu Gnutls 1.7.3 All All All

Application Gnu Gnutls 1.7.4 All All All

Application Gnu Gnutls 1.7.5 All All All

Application Gnu Gnutls 1.7.6 All All All

Application Gnu Gnutls 1.7.7 All All All

Application Gnu Gnutls 1.7.8 All All All

Application Gnu Gnutls 1.7.9 All All All

Application Gnu Gnutls 2.0.0 All All All

Application Gnu Gnutls 2.0.1 All All All

Application Gnu Gnutls 2.0.2 All All All

Application Gnu Gnutls 2.0.3 All All All

Application Gnu Gnutls 2.0.4 All All All

Application Gnu Gnutls 2.1.0 All All All

Application Gnu Gnutls 2.1.1 All All All

Application Gnu Gnutls 2.1.2 All All All

Application Gnu Gnutls 2.1.3 All All All

Application Gnu Gnutls 2.1.4 All All All

Application Gnu Gnutls 2.1.5 All All All

Application Gnu Gnutls 2.1.6 All All All

Application Gnu Gnutls 2.1.7 All All All

Application Gnu Gnutls 2.1.8 All All All

Application Gnu Gnutls 2.2.0 All All All

Application Gnu Gnutls 2.2.1 All All All
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Application Gnu Gnutls 2.2.1 All All All

Application Gnu Gnutls 2.2.2 All All All

Application Gnu Gnutls 2.2.3 All All All

Application Gnu Gnutls 2.2.4 All All All

Application Gnu Gnutls 2.2.5 All All All

Application Gnu Gnutls 2.3.0 All All All

Application Gnu Gnutls 2.3.1 All All All

Application Gnu Gnutls 2.3.10 All All All

Application Gnu Gnutls 2.3.11 All All All

Application Gnu Gnutls 2.3.2 All All All

Application Gnu Gnutls 2.3.3 All All All

Application Gnu Gnutls 2.3.4 All All All

Application Gnu Gnutls 2.3.5 All All All

Application Gnu Gnutls 2.3.6 All All All

Application Gnu Gnutls 2.3.7 All All All

Application Gnu Gnutls 2.3.8 All All All

Application Gnu Gnutls 2.3.9 All All All
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