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Summary

CVE CVE-2008-1952

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-06-23 19:41:00 UTC

Updated 2017-09-29 01:30:00 UTC

Description The backend for XenSource Xen Para Virtualized Frame Buffer (PVFB) in Xen ioemu does not properly restrict the frame buffer size, which allows attackers to cause a denial of service (crash) by mapping an arbitrary amount of guest memory.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xensource Xen Para Virtualized Frame Buffer All All All All

Application Xensource Xen Para Virtualized Frame Buffer All All All All

References

Reference Source

Red Hat update for xen - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

xen-unstable.hg: log CONFIRM

[Xen-devel] [PATCH] ioemu: Fix PVFB backend to limit frame buffe - Xen Source MLIST

rhn.redhat.com | Red Hat Support REDHAT

Xen Hypervisor PVFB Validation Bug Lets Local Users Deny Service and May Let Local Users Gain Elevated Privileges - SecurityTracker SECTRACK

IBM X-Force Exchange XF

oss-security - [vendor-sec] New Xen ioemu: PVFB backend issue MLIST

Xen Para Virtualized Frame Buffer 'ioemu' Frontend Frame Buffer Denial of Service Vulnerability BID

Repository / Oval Repository OVAL

CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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