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Multiple buffer overflows in the JAR file administration routines in the BSU JAVA subcomponent in IBM DB2 8 before FP16,
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Ibm Db2 8.0 All All All
Ibm Db2 8.0 fp1 All All
Ibm Db2 8.0 fp10 All All
Ibm Db2 8.0 fp11 All All
Ibm Db2 8.0 fp12 All All
Ibm Db2 8.0 fp13 All All
Ibm Db2 8.0 fp14 All All
Ibm Db2 8.0 fp15 All All
Ibm Db2 8.0 fp2 All All
Ibm Db2 8.0 fp3 All All
Ibm Db2 8.0 fp4 All All
Ibm Db2 8.0 fpda All All
Ibm Db2 8.0 fp5 All All
Ibm Db2 8.0 fp6 All All
Ibm Db2 8.0 fpba All All
Ibm Db2 8.0 fp6b All All
Ibm Db2 8.0 fpbe All All


https://cve.report/
https://cve.report/CVE-2008-1966/mitre
https://cve.report/CVE-2008-1966/nist
https://cve.report/CVE-2008-1966/cve_org
https://cve.report/api/cve/CVE-2008-1966.json
https://cve.report/CVE-2008-1966.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Ibm

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

Db2

8.0

8.0

8.0

8.0

8.0

8.0

8.0

9.1

9.1

9.1

9.1

9.1

9.1

9.1

9.5

8.0

8.0

8.0

8.0

8.0

8.0

8.0

8.0

8.0

8.0

8.0

8.0

8.0

8.0

8.0

8.0

8.0

8.0

8.0

8.0

fp7
fp7a
fp7b
fp8
fp8a
fp9
fp9a
All
fp1
fp2
fp2a
fp3
fp3a
fp4
All
All
fp1
fp10
fp11
fp12
fp13
fp14
fp15
fp2
fp3
fp4
fpda
fp5
fp6
fpba
fp6b
fp6e
fp7
fp7a

fp7b

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2

Application Ibm Db2 8.0 fp8
Application Ibm Db2 8.0 fp8a
Application Ibm Db2 8.0 fp9
Application Ibm Db2 8.0 fp9a
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References

Reference

46269

IBM DB2 Universal Database Prior to 9.1 Fixpak 5 Multiple Vulnerabilities

1208512: SECURITY VULNERABILITY IN JAR FILE ADMINISTRATION ROUTINES.
1208945: SECURITY VULNERABILITY IN JAR FILE ADMINISTRATION ROUTINES.
1Z215496: SECURITY VULNERABILITY IN JAR FILE ADMINISTRATION ROUTINES.
Application Security Inc. - Securing Business by Securing Enterprise Applications
IBM X-Force Exchange

IBM DB2 Multiple Vulnerabilities - Advisories - Secunia

IBM Fix List for DB2 Version 9.1 for Linux, UNIX and Windows - United States
SecurityFocus

46268

IBM DB2 Universal Database JAR File Processing Multiple Denial of Service Vulnerabilities
CVE Program record

NVD vulnerability detail

4]

Source

OSvDB

BID

AIXAPAR

AIXAPAR

AIXAPAR

MISC

XF

SECUNIA

CONFIRM

BUGTRAQ

OSvDB

BID

CVE.ORG

NVD

Link

osvdb.org
www.securityfocus.com
www-1.ibm.com
www-1.ibm.com
www-1.ibm.com
www.appsecinc.com
exchange.xforce.ibmcloud.com
secunia.com
www-1.ibm.com
www.securityfocus.com
osvdb.org
www.securityfocus.com
WWW.Cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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