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Xiph.org libvorbis before 1.0 does not properly check for underpopulated Huffman trees, which allows remote attackers to ¢
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application

Application

Application

References

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 8.04 All All All
Canonical Ubuntu Linux 8.10 All All All
Canonical Ubuntu Linux 9.04 All All All
Canonical Ubuntu Linux 9.10 All All All
Canonical Ubuntu Linux 8.04 All All All
Canonical Ubuntu Linux 8.10 All All All
Canonical Ubuntu Linux 9.04 All All All
Canonical Ubuntu Linux 9.10 All All All
Xiph.org Libvorbis 1.0 beta4 All All
Xiph.org Libvorbis 1.0 rci All All
Xiph.org Libvorbis 1.0 rc2 All All
Xiph.org Libvorbis 1.0 beta4 All All
Xiph.org Libvorbis 1.0 rci All All
Xiph.org Libvorbis 1.0 rc2 All All
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Bug 444443 — CVE-2008-2009 vorbis: insufficient validation of Huffman tree causing memory corruption in _make_decode_tree() CONFIRN

USN-861-1: libvorbis vulnerabilities | Ubuntu UBUNTU
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Webmail | OVH- OVH VUPEN
CVE Program record CVE.ORC
NVD vulnerability detail NVD

4] | ol

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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