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Summary

CVE CVE-2008-2035

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-30 16:17:00 UTC

Updated 2017-08-08 01:30:00 UTC

Description Cross-site scripting (XSS) vulnerability in the Bluemoon, Inc. (1) BackPack 0.91 and earlier, (2) BmSurvey 0.84 and earlier, (3) newbb_fileup 1.83 and earlier, (4) News_embed (news_fileup) 1.44 and earlier, and (5) PopnupBlog 3.19 and earlier modules for XOOPS 2.0.x, XOOPS Cube 2.1, and ImpressCMS allows remote attackers to inject arbitrary web script or HTML via unspecified vectors.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bluemoon Backpack All All All All

Application Bluemoon Bmsurvey All All All All

Application Bluemoon Newbb Fileup All All All All

Application Bluemoon News Fileup All All All All

Application Bluemoon Popnupblog All All All All

Application Xoops Xoops 2.0 All All All

Application Xoops Xoops 2.0 All All All

Application Xoops Xoops Cube 2.1 All All All

Application Xoops Xoops Cube 2.1 All All All

References

Reference Source Link

Multiple Bluemoon inc. Modules for XOOPS Unspecified Cross Site Scripting Vulnerabilities BID www.securityfocus.com

JVN#31351020: 複数のブルームーン製 XOOPS モジュールにおけるクロスサイトスクリプティングの脆弱性 JVN jvn.jp

XOOPS Various Bluemoon inc. Modules Cross-Site Scripting - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

404 Not Found CONFIRM www.bluemooninc.biz
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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