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CVE CVE-2008-2051
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-05-05 17:20:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description The escapeshellcmd API function in PHP before 5.2.6 has unknown impact and context-dependent attack vectors related tc

/ |

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov
AV:N/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 5.0.0 betal All All


https://cve.report/
https://cve.report/CVE-2008-2051/mitre
https://cve.report/CVE-2008-2051/nist
https://cve.report/CVE-2008-2051/cve_org
https://cve.report/api/cve/CVE-2008-2051.json
https://cve.report/CVE-2008-2051.pdf
http://cve.report/vendor/php
http://cve.report/software/php/php

Application Php Php 5.0.0 beta2 All All
Application Php Php 5.0.0 beta3 All All
Application Php Php 5.0.0 beta4 All All
Application Php Php 5.0.0 rci All All
Application Php Php 5.0.0 rc2 All All
Application Php Php 5.0.0 rc3 All All
Application Php Php 5.0.1 All All All
Application Php Php 5.0.2 All All All
Application Php Php 5.0.3 All All All
Application Php Php 5.0.4 All All All
Application Php Php 5.0.5 All All All
Application Php Php 5.1.0 All All All
Application Php Php 5.1.1 All All All
Application Php Php 5.1.2 All All All
Application Php Php 5.1.3 All All All
Application Php Php 5.1.4 All All All
Application Php Php 5.1.5 All All All
Application Php Php 5.1.6 All All All
Application Php Php 5.2.0 All All All
Application Php Php 5.2.1 All All All
Application Php Php 5.2.2 All All All
Application Php Php 5.2.3 All All All
Application Php Php 5.2.4 All All All
Application Php Php All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

PHP 5.2.5 and Prior Versions Multiple Vulnerabilities

Red Hat update for php - Secunia Advisories - Vulnerability Intelligence - Secunia.com
SecurityFocus

Debian -- Security Information -- DSA-1578-1 php4

rPath update for php - Advisories - Community
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http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/29009
http://secunia.com/advisories/31124
http://www.securityfocus.com/archive/1/492671/100/0/threaded
http://www.debian.org/security/2008/dsa-1578
http://secunia.com/advisories/30345

pepidrl upadle 101 prip4 - Securlld AQVISOIes - vulrerdoiily Irenigerce - securid.coin
Red Hat update for php - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Advisories:rPSA-2008-0176 - rPath Wiki

Fedora update for php - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Support / Security / Advisories / / MDVSA-2008:128 | Mandriva

APPLE-SA-2008-07-31 Security Update 2008-005

rhn.redhat.com | Red Hat Support

Repository / Oval Repository

PHP: PHP 5 ChangelLog

rhn.redhat.com | Red Hat Support

Fedora update for php - Secunia Advisories - Vulnerability Intelligence - Secunia.com
oss-security - CVE Request (PHP)

Advisories | Mandriva

About Secunia Research | Flexera

[SECURITY] Fedora 8 Update: php-5.2.6-2.fc8

Advisories:rPSA-2008-0178 - rPath Wiki

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Advisories | Mandriva

SecurityFocus

[#RPL-2503] php 5.2.6 is out CVE-2008-0599 CVE-2008-0674 CVE-2008-2050 CVE-2008-2051 CVE-2008-1384 - rPath Issue Tracking Syste
The Slackware Linux Project: Slackware Security Advisories

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

PHP Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
PHP: Multiple vulnerabilities — Gentoo Linux Documentation

Debian -- Security Information -- DSA-1572-1 php5

[SECURITY] Fedora 9 Update: php-5.2.6-2.fc9

Debian update for php5 - Advisories - Secunia

Gentoo update for php - Secunia Advisories - Vulnerability Information - Secunia.com
USN-628-1: PHP vulnerabilities | Ubuntu

About Secunia Research | Flexera

rhn.redhat.com | Red Hat Support

Slackware update for php - Advisories - Secunia

rhn.redhat.com | Red Hat Support

[security-announce] SUSE Security Summary Report SUSE-SR:2008:014


http://secunia.com/advisories/30288
http://secunia.com/advisories/31119
http://wiki.rpath.com/wiki/Advisories:rPSA-2008-0176
http://secunia.com/advisories/30828
http://www.vupen.com/english/advisories/2008/1412
http://secunia.com/advisories/31326
http://www.mandriva.com/security/advisories?name=MDVSA-2008:128
http://lists.apple.com/archives/security-announce//2008/Jul/msg00003.html
http://www.redhat.com/support/errata/RHSA-2008-0546.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10256
http://www.php.net/ChangeLog-5.php
http://www.redhat.com/support/errata/RHSA-2008-0545.html
http://secunia.com/advisories/30757
http://www.openwall.com/lists/oss-security/2008/05/02/2
http://www.mandriva.com/security/advisories?name=MDVSA-2008:126
http://secunia.com/advisories/31200
https://www.redhat.com/archives/fedora-package-announce/2008-June/msg00773.html
http://wiki.rpath.com/wiki/Advisories:rPSA-2008-0178
http://secunia.com/advisories/30967
http://www.mandriva.com/security/advisories?name=MDVSA-2008:127
http://www.securityfocus.com/archive/1/492535/100/0/threaded
https://issues.rpath.com/browse/RPL-2503
http://www.slackware.com/security/viewer.php?l=slackware-security&y=2008&m=slackware-security.488951
http://www.vupen.com/english/advisories/2008/2268
http://secunia.com/advisories/30048
http://security.gentoo.org/glsa/glsa-200811-05.xml
http://www.debian.org/security/2008/dsa-1572
https://www.redhat.com/archives/fedora-package-announce/2008-June/msg00779.html
http://secunia.com/advisories/30158
http://secunia.com/advisories/32746
http://www.ubuntu.com/usn/usn-628-1
http://secunia.com/advisories/30411
http://www.redhat.com/support/errata/RHSA-2008-0544.html
http://secunia.com/advisories/30083
http://www.redhat.com/support/errata/RHSA-2008-0582.html
http://lists.opensuse.org/opensuse-security-announce/2008-07/msg00001.html

rhn.redhat.com | Red Hat Support
Advisories | Mandriva
CVE Program record

NVD vulnerability detail
4] | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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