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Summary

CVE CVE-2008-2060

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-06-18 19:41:00 UTC

Updated 2017-08-08 01:30:00 UTC

Description Unspecified vulnerability in Cisco Intrusion Prevention System (IPS) 5.x before 5.1(8)E2 and 6.x before 6.0(5)E2, when inline mode and jumbo Ethernet support are enabled, allows remote attackers to cause a denial of service (panic), and possibly bypass intended restrictions on network traffic, via a "specific series of jumbo Ethernet frames."

Risk And Classification

Problem Types: CWE-16 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Intrusion Prevention System 5.1 All All All

Application Cisco Intrusion Prevention System 6.0 All All All

Application Cisco Intrusion Prevention System 5.1 All All All

Application Cisco Intrusion Prevention System 6.0 All All All

References

Reference Source

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

IBM X-Force Exchange XF

Cisco Intrustion Prevention System (IPS) Platforms Inline Mode Denial of Service Vulnerability BID

Cisco Security Advisory: Cisco Intrusion Prevention System Jumbo Frame Denial of Service  [Products & Services] - Cisco Systems CISCO

Cisco Intrusion Prevention System Can Be Crashed By Remote Users Sending Jumbo Ethernet Packets - SecurityTracker SECTRACK

Cisco Intrusion Prevention System Jumbo Frames Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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